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The financial crisis and the impact it had upon low-income New Yorkers led 
the Task Force to Expand Access to Civil Legal Services in New York to focus 
its initial efforts on improving client services and it identified clients’ unmet 
needs almost exclusively in the context of the “essentials of life.”   After 
working closely with the legal services providers that assist low-income New 
Yorkers for the past several years, it became apparent that a broader unmet 
need - keeping current with the ever evolving world of technology - has 
become a significant challenge to the legal services providers' ability to 
deliver client services in the most effective, efficient and cost-effective 
manner.  As the Task Force moves forward in its long-term goals, it is 
imperative to look at unmet needs in a broader context.   
 
This year, the Technology Working Group was charged with the task of 
assessing the technological needs of the legal services community and to 
produce recommendations that legal services providers could implement to 
begin to address the technological gap that exists in the legal services 
community.  
 
To further its goal, the Technology Working Group first issued an extensive 
online survey regarding the use of technology by the legal services 
providers.  In addition, as part of the overall technology survey, the 
Technology Working Group surveyed the online legal resource services 
offered by nonprofit organizations and the extent to which the legal services 
community leverages these services to enhance their own ability to deliver 
legal services to low-income New Yorkers.  The resulting data was telling in 
just how difficult it is for legal services providers, both large and small, to 
meet the basic technology needs of their staff and programs so as to 
effectively integrate technology into their client service delivery systems.  
The Technology Working Group is mindful that many of the resulting 
recommendations have a financial component that will tax already stretched 
resources.  One of the goals of this report is to introduce these 
recommendations to a broader funder community with the ultimate goal of 
supporting providers in delivering services to their clients in an efficient and 
effective manner. 
  
Next, although the technology considered essential for day-to-day office 
work is changing at a rapidly increasing pace, the Technology Working Group 
gathered information on some currently available free services or “tech 
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tools” that could improve the delivery of client services.  The result was the 
creation of “Tech Tools, Trends and Tips for Legal Service Providers,” a guide 
for legal services providers that lists free services in the areas of  training 
and collaboration, cloud computing, sharing information, mobility and 
security that can significantly improve delivery of clients services. 
 
Finally, our Technology Working Group began to review the significant 
efforts in Texas to improve the technology infrastructure of its legal aid 
providers in an effort to increase access to justice.  In 2001, the Texas 
Supreme Court created the Texas Access to Justice Commission (“Texas 
Commission”), which formed a Technology Committee in 2008.  Notably, the 
Texas Technology Committee includes many IT department directors from 
major Texas law firms who, in turn, have committed their staff to pro bono 
IT projects for Texas legal aid providers.1   
 
The Texas Commission has worked in tandem with the Texas Access to 
Justice Foundation (“Texas Foundation”) on a number of specific technology 
initiatives including: (a) a baseline survey of providers, (b) identifying 
minimum technology standards, (c) awarding $650,000 to legal aid 
providers for technology purchases, (d) developing best practices for 
disaster recovery/business continuity, (e) conditioning subsequent funding 
on maintaining minimum technology standards and disaster 
recovery/business continuity plans, (f) facilitating a law firm’s provision of its 
IT help desk to members of the legal aid provider community, (g) facilitating 
technology trainings to the staff of legal aid providers, (h) reviewing 
individual legal aid provider’s technology plans, (i) conducting technology 
audits of individual legal aid providers and (j) exploring how technology can 
improve assistance to unrepresented litigants. 
  
Going forward, the Technology Working Group hopes to review more closely 
the technology initiatives in Texas as well as in other states and identify 
those that could advance our efforts in New York. 
 

                                                 
1 There are two recent examples of such pro bono assistance in New York: major private law firms have 
provided technological expertise for The Legal Aid Society’s technology upgrade initiatives and a leading 
private law firm has provided technology training for Legal Services NYC. 
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Report of Technology Working Group:  

Technology Survey of New York State Legal  

Service Providers 

 
 

Technology Survey:  In August 2013, the Task Force’s Technology Working Group 
issued an 87 question online technology survey to approximately 80 legal service 
providers that assist low-income New Yorkers.  Approximately 70 providers answered 
the Survey, with operating budgets ranging in size from $60,000 to $200,000,0001 and 
working in communities throughout New York State.2 
 

Overview:  The Technology Gap In The Legal Services Community  
The overall data reveals that most legal service providers have not sufficiently embraced 
and integrated technology into their day to day internal operations and client service 
delivery systems.  For example, many providers do not have IT staff or a help desk; 
there is not wide support for mobile technology; routine technology needs are not 
included in fiscal planning; and technology is not leveraged sufficiently in the 
development of advocacy projects.   
 

It is not that legal service providers are simply ignoring the need for technology in the 
workplace.  Rather, many are caught between the need to fully equip their advocates 
with common technology and the financial constraints of absolute dollars, grant 
conditions and contract limitations on technology expense.  
 
 

Issue 1:  Staffing 

Findings: The survey revealed that a significant number of providers have extremely 
modest technology staffing, which may be insufficient for their staff’s needs. 
On average, providers spend less than 5% of their operating budget on 
technology.  Among those with operating budgets under $10M, the median 
amount spent on technology is about 3%.  Of the 29 providers reporting less 
than 1 technology employee, the median total expense for all staffing 
(employees and consultants) is only $15,000. 

 
Recommendations 

                                                 
1 The providers were classified into sizes based on their operating budgets:  9 small providers (under 
$500k), 21 medium providers ($2M-$500k), 29 large providers ($10M-$2M), and 10 very large providers 
(over $10 million). 
1 
2 Approximately 26 providers serve New York City; 38 serve upstate New York and Long Island; and 5 
provide services across all of New York State. 
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Urgent: Providers should assess and survey staff about their technology 
skills as well as their technology engineering, consulting, and 
user support needs3.   

 

Medium-term: Providers can share success stories in procuring technology 
funding through meetings of the Statewide Project Directors.  In 
light of some incomplete and inconsistent survey answers on 
technology expenses, the Task Force Technology Working Group 
should follow up to get additional data.   

 

Strategic/ Providers should prioritize technology and cultivate support for 

Long-term: it with staff, board and funders.  Providers, within resource 
availability, should hire more technology staff.  

 

Issue 2:  Technology Policies 

Findings: There is insufficient attention to proper technology policies with only about 
1/2 the providers reporting that they had a certain technology policy in place 
and few providers relying on frequent and active means to educate their 
staff (e.g., specific technology policy trainings). Technology policy 
enforcement is largely left to IT staff and consultants with only about 15% of 
providers relying on an accounting or technology audit. 

 
Recommendations 

Urgent: Providers immediately should work to develop and implement 
policies that directly address the privacy, security and availability 
of client information and attorney work product.  Such policies 
should address how the agency: protects electronically stored 
client data; actively manages network and software security; 
and ensures data is securely backed-up4. 

 
Medium-term:  Drawing on existing best practices or those developed by the 

Statewide Project Directors or by the NYS Technology Working 
Group with aid from the Task Force or bar associations, 
providers should develop and implement other key policies 
regarding the use of employee and volunteer owned/controlled 

                                                 
3 Online resources to help providers gauge their technology staff or outsourcing needs and set appropriate 
benchmarks as compared with other non-profits and lawfirms include:  
● 3the NTEN non-profit survey http://www.nten.org/research/the-7th-annual-nonprofit-technology-

staffing-investments-report-is-released,  
● 3ILTA’s law firm survey--http://epubs.iltanet.org/i/53573/5, and 
● 3Workforce.com corporate IT staffing averages http://www.workforce.com/articles/ratio-of-it-staff-to-

employees  
● 3Also, Info-Tech is an IT research group that built a calculator to help firms develop a more 

customized IT staffing ratio goal. http://www.infotech.com/research/ss/get-started-bringing-order-to-
help-desk-request-chaos/help-desk-staffing-ratio-calculator-for-smes.  For additional information on 
factors that affect IT staffing needs across organizations, see 
http://www.samanage.com/blog/2013/03/whats-the-average-service-desk-to-employee-ratio/ 

4 See Slides 37 through 46 (Pages 37 through 46) of the 2013 Task Force Tech Tips for helpful resources. 
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technology and services (e.g. tablets, phones, flash drives, 
dropbox, etc.) and data retention.  Providers should mandate 
staff training with respect to technology policies and business 
continuity protocols.  Providers should develop and periodically 
test business continuity protocols to ensure that the provider is 
able to reestablish operations within a reasonable time following 
a business interruption.    

 
Strategic/ Providers should develop their own comprehensive technology 
Long-term: plan that supports and enhances their delivery of legal 

assistance to client communities.  Ideally this planning work is in 
concert with a provider’s program planning.  Providers should 
hire staff or consultants who can properly audit compliance with 
technology policies.  

 

Issue 3:  Core Technology Supports for Legal Services Providers 

Findings: Many providers are not providing staff with mobile devices or reimbursing 
staff for the use of their personal devices, which have become a necessity in 
modern law practice.  In terms of office hardware and software, about 1/2 of 
the providers have old operating systems that are -- or soon will be -- 
without support from Microsoft (e.g., security updates); a significant portion 
of providers rely on donated used equipment (which tends to be outdated) 
and many providers complain about a lack of videoconferencing.  Only about 
1/2 of the providers have adequate remote access for staff and about 40% 
of the providers don’t use cloud-based applications (e.g., for finance, case 
management, document drafting), which together represents missed 
opportunities for increased productivity, security and cost savings. Many 
providers are not taking full advantage of available cost savings:  only 59% 
use www.techsoup.org and 42% use government negotiated contracts or 
other group purchasing options. Finally, although beyond this community’s 
control, the lack of broadband access in rural areas remains problematic for 
clients and staff (when in the field) to connect with legal resources.  

 
Recommendations 

Urgent: Providers should ensure that the security of their operating 
systems is supported by the software vendors. Providers should 
increase their support for mobile devices, where appropriate for 
their practices.  Providers should ensure that their offices have 
adequate bandwidth and a backup connectivity plan in case the 
primary Internet connection fails.  Providers should take 
advantage of existing nonprofit and group purchasing 
opportunities (e.g., www.techsoup.org and government 
contracts) and government funders should assist with such 
efforts.  

 
Medium-term: Providers should seek to develop baseline technology 

benchmarks for quality, resilience, capacity, and security. 
Providers should develop a financial plan to maintain and support 
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those technology benchmarks. There should be greater group 
purchasing of hardware, software, web design and document 
assembly through existing mechanisms such as NYS contracts 
and private purchasing collectives (e.g.,www.essensa.org, 
www.micta.org) and by creating new purchasing collaboratives 
from among the NYS legal service providers. 

  
Strategic/ Legal service providers should coordinate more in creating the 

Long-term: mechanisms that will best take advantage of technology in the 
delivery of legal services (e.g., video conferencing, mobile 
access5 by advocates and clients). Providers should ensure that 
their advocacy staff have access to all the digital resources 
necessary to serve clients, which may require updating hardware 
and software, support, training, etc.  

 

Issue 4:  Community Resources 

Findings: Providers invest in their websites: 94% maintain websites and about 1/2 are 
updated at least weekly. The vast majority of providers use free community 
legal resources (including those with legal research and sample briefs for 
advocates as well as those with legal information and referrals for 
unrepresented litigants) but they do not invest in these online resources.  
Only a 1/3 of the providers regularly contribute to the substantive content of 
and another 1/3 of the providers reported that they contribute no 
substantive content.  Significantly, only a small number of providers make 
financial or in-kind contributions to the primary online resource that is most 
widely relied upon by unrepresented litigants throughout the state.  Also, 
few providers are individually or collaboratively developing efficient 
document assembly programs; only about 1/3 reported using any 
automated document assembly program (e.g., Hotdocs, A2J).  

 
 

Recommendations 

Urgent: Providers should ensure that the substantive content their 
organizations develop for the advocacy and client communities 
are cross-posted with the appropriate statewide technology 
resources.6 Providers should increase their staff’s awareness of 
existing document assembly tools built for NYS legal services 
advocates and clients.7 

                                                 
5 See Slides 30 through 36 (Pages 30 through 36) of the 2013 Task Force Tech Tips for helpful resources. 
6 See discussion of statewide technology resources in 2013 report “Report of Technology Working Group :Review of 
Online Resources for New York State Legal Service Providers.”  
7 See, e.g., https://lawhelpinteractive.org/ and http://www.lawhelpny.org/public-benefits-interactive-
forms.  Also see Slides 26 through 28 (Pages 26 through 28) of the 2013 Task Force Tech Tips for more 
document assembly resources. 
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Medium-term: Providers should ensure that their staff are taking advantage of 
appropriate free statewide technology resources.  With respect 
to serving the client communities, providers should analyze and 
consider minimizing substantive legal content on their own 
websites and drive clients to the statewide online resources. 
Providers should use and promote their clients’ use of the 
existing document assembly tools and provide feedback, so as to 
increase consistency of the legal practice throughout the state 
and support the court system’s current efforts to standardize 
forms and process. 

 

Strategic/ Additional and steady funding should be secured for statewide 

Long-term: technology resources. Providers should collaborate and 
coordinate in the development and updating of substantive 
content for the statewide technology resources.  Statewide 
technology resources should develop better and more consistent 
tools for measuring the use and efficacy of their services.  
Statewide technology resources should develop ways to better 
integrate and acknowledge -- and thereby increase -- 
substantive contributions from individual providers. Providers 
should engage in collaborative efforts to increase their collective 
use of automated document assembly in appropriate practice 
areas. 

 

Issue 5:  Training 

Findings: Most providers offer only modest technology training for their 
staff: about 73% provide training, of which about 85% provide fewer than 5 
hours per year. 

 

Recommendations 

Urgent: Providers should identify and make available existing technology 
training resources to their staff8. 

 

Medium-term: Providers should assess skill requirements and the skills gap 
among their staff and mandate additional appropriate technology 
training. To the extent the court system, bar associations and 
the private bar sponsors technology trainings, they should offer 
free or low-cost attendance to the legal services community. 

 

Strategic/ Providers should cooperatively develop more legal services 

                                                 
8 See Slides 8 through 12 (Pages 8 through 12) of the 2013 Task Force Tech Tips for helpful resources. 
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Long-term: specific technology training on common technologies (word, 
excel, legal research, discovery management software). 

 
 

Issue 6:  Social Media 

Findings: Many providers are using social media, primarily through their development 
and communications staff.  Only a few providers use social media for client 
services.  Those who have active social media were able to successfully 
harness it to aid communities affected by Hurricane Sandy. 

 

Recommendations 

Strategic/ The use of social media is an issue that providers should 

Long-term: devote resources to after they have strengthened other aspects 
of their technology capacity9.  

                                                 
9 See Slide 29 (Page 29) of the 2013 Task Force Tech Tips for helpful resources. 
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Analysis of August 2013 Technology Survey of Legal Service Providers 

 

Demographics 
 

Responses 
71 Provider Responses 
69 Unduplicated Provider Responses 
 
Providers by Size 

Very Large 
>$10M 

Large 
$10M-$2M 

Medium 
$2M-$500k

Small 
<$500k 

10  29  21 9
 

Providers by Service Area 

All NYS  NYC  Rest of State

5  26  38
 
 

  Topic 
Areas 

Ref #  General Data Analysis  Analysis of Demographics Data  
& Text Comments 

1  Staffing  51-53 
 

On average, providers spend less than 5% of their 
operating budget on technology.  For most (those 
<$10M), the median amount spent on technology is 
about 3%. 
 
There is, however, a large range of what providers are 

Size 
➔ Very Large  

◆ 8 providers: 
◆ avg 4.18%  
◆ median 5.66% 
◆ range 1.46 to 5.67% 
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spending on technology, both in terms of actual dollars 
($500 to $3.3M) and as a percentage of operating 
budgets (0.13% to 13.65%).  
 
23 providers report 1+ FTE tech employee.  
 
Of the 29 providers reporting <1.0 FTE tech employee, 
the median total expense on all staffing (employees and 
consultants) is only $15,000. ($0-$130k) 
 
About 25% of the providers who answered the survey did 
not report their tech expense data.  

➔ Large  
◆ 20 providers 
◆ avg 2.79%  
◆ median 2.47% 
◆ range 0.42 to 7.47% 

➔ Med  
◆ 14 providers 
◆ avg 4.03%  
◆ median 3.03% 
◆ range 1.04 to 13.65% 

➔ Small  
◆ 7 providers  
◆ avg 4.06%  
◆ median 3.33% 
◆ range 0.13 to 7.25% 

 
Region 

➔ ALL 
◆ 5 providers 
◆ avg 6.7% 
◆ median 5.0% 
◆ range 3.31 to 13.65% 

➔ ROS  
◆ 22 providers 
◆ average 3.5% 
◆ median 2.93% 
◆ range 1.04-8.06% 

➔ NYC 
◆ 24 providers 
◆ average - 2.82%  
◆ median 2.66% 
◆ range 0.13 to 5.67% 
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2  Tech 
Policies 

42-46 
86 

There is insufficient attention to proper technology 
policies: 
● about 1/2 the providers had any given policy 
● providers rely on passive means to educate staff 

on policies (e.g., via handbook and new hire 
orientation)  

● only 14% (10/71) periodically train supervisors on 
tech policies 

● only 18% (13/71) have a strategic tech plan 
 
There is low attention to confidentiality/privilege issues in 
contracts with off-site servers and other tech services:  
● only 30%, 21/71, reported any contract 

negotiation on confidentiality) 
 
Tech policy enforcement is largely left to their  IT staff 
and consultants. 
● very few providers rely on a tech audit (4%, 3/71) 

or an accounting audit (11%, 8/71)  
 

 

3  Training   
39-41 

Most providers offer only modest training for their staff: 
● 73% (52/71) of providers provided some training 

beyond an orientation for new staff or volunteers 
● about 85% report that staff average <5 hours per 

year  
● only 1/3 (24/71) include tech skills/practices in 

staff performance evaluations, but among these, a 
significant portion (38%, 9/24) do not appear to 
offer much tech training 

The providers who are weak on staff technology training 
(defined as providing no or only periodic, informal tech 
training) included all sizes, but most (75%) were located 
in NYC. 

4  Community 
Resources 

5 
9-12 
28-32 

Providers are investing in maintaining their websites. 
● 94% (67/71) reported having websites 

Of the 43 providers that post substantive content to 
lawhelp or similar community places, there is a cross 
section of sizes (70%+ of the very large and large and 
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35-38 
 

● 28% (20/71) support websites with Spanish 
content  

● about 50% update websites at least weekly. 

Providers report a high use of free community resources 
● 79% (56/71) use lawhelp, legal resource center,  

probononet, fair hearing bank, etc;  
● 87% (62/71) use listservs 

 
But, providers report only modest posting of substantive 
content 
● 62% (43/69) post with Lawhelp or similar 

community places  
● among those who post, about 65% (28/43) do so 

at least on a quarterly basis   
● 36% (25/69) do NOT provide substantive content 

to LawHelp, etc 
● only 6% (4/69)  give $ support 
● only 14 give in-kind service 

6 providers (5 out of 6 of which are NYC based) report 
that they do not use technology to reach the public 
because their target audiences do not have access to 
technology.  

about 45- 50% of the medium and small).  ROS 
providers are underrepresented -- only 42% (16/38) 
regularly make substantive posts as compared with 88% 
(23/26) of NYC providers. 
 
Of the 4 providers who fund lawhelp -- 3 are in NYC, 1 
serves ROS.  

5  Document 
Assembly 

 
6-8 
 

Providers are not assembling documents efficiently: 

● 87% (62/71) use of emailing with track changes  

● only 34% (24/71) reported using automated 
document assembly programs (e.g., Hotdocs, A2J) 

Automated doc assembly primarily used by bar 
associations (of all sizes and locations) and the larger 
providers (all locations), but apparently in limited 
contexts (e.g., divorce, immigration, pro bono) 
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for 1+ area  

● among the 24 providers who use automated doc 
assembly, the actual programs they use reflect a 
range of sophistication:   

◆ LawLogix 
◆ Immigrant Professional 
◆ TIME merge 
◆ Practice Manager 
◆ The Form Tool 
◆ USCIS 
◆ Drafting Library 
◆ Tippins 
◆ Law Manager 

6  Mobile 
Devices 

56 
63-67 

 

Many providers are not providing staff with mobile 
devices. 
● about 1/2 providers do not own and give staff 

mobile devices (Verizon 32%, 23/71 and AT&T 
10%, 7/71) 

● more than 1/2 providers do not reimburse staff for 
use of own device for work purposes 

● only 24% (17/71) have any staff who use tablets 

 

7  Technology 
for Legal 
Service 
Delivery 

 
47-48 

 

Of those describing how they use technology to enhance 
their client services: 
● about 1/2 (26/56) pointed to their websites.  Not 

all websites are equal -- some are undoubtedly 
vibrant resources (e.g., LawHelp and the brief 
banks maintained by Empire Justice and Western 
NY Law Center), while others serve primarily as 
community outreach for legal providers. 

● about 1/2 (25/56) reported that technology 

A broad cross-section of providers report use of 
technology for client service, but a demographic analysis 
of the descriptions is difficult, in part because the survey 
captured this data exclusively through text responses. 
 
Those providers that reported staff attitudes as impeding 
technology use were all large upstate providers. In their 
responses to other open ended questions, however, 
many additional providers -- of all sizes and locations -- 
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allowed enhanced mobility to reach clients (e.g., 
laptops or tablets for attorneys in court; the 
development of mobile technology to reach 
clients). 

● related to mobile hardware and software, 30% 
(17/56) of responding providers described efforts 
to support staff’s remote access to data systems 
(e.g., shift to cloud programs, improved remote 
server access and video conferencing). 

● a few providers (6/56) described significant 
document assembly programs  

● a few providers (7/56) indicated significant use of 
social media 

 
Major challenges to greater integration of technology: 
● financial resources (nearly all providers) 
● several providers struggle with staff who are 

resistant to using technology 
● several providers described particular technical 

difficulties that they faced (e.g., lack of broadband 
access in rural areas, hitting the limits of existing 
data systems, law school-based providers who 
must work within a larger tech system) 

seem resistant to the potential for technology to aid in 
the delivery of legal services.  

8  Internal 
Technology 
Operations 
(Gen’l) 

54-55 
57-62 

 
68-76 

   

● close to 1/3 (25/71) had significant tech projects in 
FY13 

● about 55% (39/71) reported having a Help Desk 
● reliance on donated used equipment (28%, 20/71) 

suggests over-reliance on outdated equipment 
● only 59% (42/71) used www.techsoup.org and 

42% (30/71) used gov’t contracts or group 
purchasing, which shows a need for greater 
awareness of group purchasing options 

● Significant tech projects related primarily to 
internal improvements (e.g., hardware, software 
and case management upgrades as well as 
improved remote access for staff).   

● Tech projects also related to client access:  two 
providers worked on improvements for online client 
intake; two had projects to improve access for LEP 
clients; and two worked on document assembly 
programs primarily directed at unrepresented 
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● lots of OLD operating systems in use (48%, 30/71) 
have older than Win7 

● 23% (16/71) have Wordperfect, which is no longer 
the dominant platform among legal services 
providers 

● No consensus on OS, word processing, CMS, 
accounting systems 

● very LOW virtualization, which suggests a big 
opportunity 

litigants.   
● Four providers reported major improvements to 

their websites.   
● Most tech projects were undertaken by medium to 

very large providers; several of the reported 
projects were quite modest (e.g., purchase of a 
laptop by a small provider). 

9a  Internal 
Technology 
Operations  
(staff 
access & 
support) 

79-83  ● only 27% (19/71) have intranet 
● about 1/2 have adequate remote access for staff 
● mediocre video conference capability 

 

9b  Internal 
Technology 
Operations  
(network, 
Internet & 
cloud) 

77-78 
84-85 

● about 20% of responding providers (10/52), use 
NO online applications (case management, finance, 
document drafting)  

● 19 didn’t respond about online applications, which 
may mean they also do NOT use online 
applications, bringing the total to 41% (29/71) 

● about 1/3 of responding providers (36%,  17/47) 
have only 1 office and do not need multiple office 
networks 

 

10  Social 
Media 

 
13-27 
33-34 

Providers use social media to a great degree. 

● 82% use facebook  

● 50%+ use twitter  

● 40% have YouTube/VIMEO channel 

Those few who did analyze the impact of social media 
represent a cross-section of the provider community 
(both size and geography), but the analysis largely 
amounted to a review of basic analytics to adjust their 
messages for the intended audiences.   
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● 80%+ of those who engage with social media, do 
so at least weekly 

Social media content is managed primarily by 
development or communications staff. 

Social media is conducted almost exclusively in English. 

15 providers used social media to help with Hurricane 
Sandy relief. 

Few providers (14%, 10/71) have analyzed their use of 
social media. 

A few providers are openly skeptical of the utility of 
social media. 

Social media for Hurricane relief was limited to providers 
in NYC, plus a few Albany-based and Statewide 
providers.  These were mostly large and very large 
providers, plus a few medium pro bono oriented 
providers 

11  Dreams  49-50  Overall Community Dreams  
The top dream (70%; 26 /37) for the overall legal 
services community is better collaborative technical 
assistance events to share information on new 
technology and vendors as well as to permit group 
purchasing.     
 
A majority of providers responding (57%, 21/37) called 
for improved support for centralized technology training 
and greater online access to substantive legal training, 
forms, briefs and referrals.  A few providers specifically 
suggested greater support of LawHelp. 
 
4 providers suggested that government funders ease 
reporting burdens by coordinating their reporting 
requirements and permitting data sharing, perhaps 
through a single online portal. 
 
5 providers supported a centralized, statewide intake 

Given the broad consensus on a few issues (which the 
survey captured exclusively through text responses), it 
appears unnecessary to do a demographic analysis of the 
tech dreams. 
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system. 
 
1 provider envisioned a universal case management 
system to be developed by leading funders and 
supported with user fees.  
 
Individual Dreams 
The vast majority of those expressing individual tech 
dreams simply want improved hardware or software 
(67%, 34/51), with many (31%, 16/51) emphasizing the 
specific need for improved case management systems.  
 
About half of providers (51%, 26/51) noted the need to 
improve the connectivity of their staff through greater 
access to tech training, improved remote access, and 
more mobile devices. 
 
About half of the providers (51%, 26/51) also want to 
improve outreach to their clients through revamped 
websites, increased use of social media or online intake 
systems. 
 
Increased video conferencing arose often (25%, 13/51) 
as the recommended tool to improve communications (a) 
internally with staff spread among multiple offices, (b) 
externally with other providers, and (c) with clients. 
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Report of the Technology Working Group:   

Review of Online Resources for  

NYS Legal Service Providers 
 
 

Introduction: The staff and pro bono volunteers that constitute the legal service 
provider community are served by several nonprofit organizations that offer online legal 
resources.  To more fully understand the use of technology by the legal service 
community, the Technology Working Group undertook to survey the varieties of and 
extent to which the community uses such online resources to enhance its delivery of 
legal services.  This report offers a summary of that survey of online community 
resources. 
 
 
Online Community Resource Providers1 

Pro Bono Net (PBN) 
● http://www.probono.net/ny/ 
● launched in 1999 
● collaboration of PBN and host organizations that take responsibility for 

maintaining distinct practice areas  
 
Online Resource Center (ORC)  
● http://onlineresources.wnylc.net 
● launched in 2000 
● a joint project of Western New York Law Center & Empire Justice Center 

 
 
 
Available Resources 

PBN 

                                                 
1 LawHelpNY is an online tool for helping low-income New Yorkers solve their legal problems and is 
describes itself as the only comprehensive source of legal referral information.  Its resources include: 

● 1More than 600 free legal service projects & organizations with their contact & intake 
information. 

● 1Over 4,000 Know Your Rights and self-help resources covering 16 areas of law. 
● 1Extensive links to social service, advocacy and government organizations, information about 

the Court system. 
● 1Spanish mirror website and legal rights resources in more than 30 languages. 

1Although many advocates use it, LawHelpNY is not included in this report about online resources for 
advocates because LawHelpNY is primarily directed at the public and does not track registered users. 
1 
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PBN, together with host organizations, offer practice areas that contain 
substantive content, (2) calendars for legal trainings & events, (3) volunteer 
opportunities, (4) listservs, (5) pro bono opportunities, and (6) legal libraries. 
 
PBN’s New York members participate in both New York practice areas and certain 
national practice areas.  The prominent New York practice areas include:2 

 

Substantive Practice Area Resources Users Manager

Family Justice & Domestic 
Violence 

● 666 resources, including 
interactive interview for 
document assembly of Family 
Offense Petition  

2,629 City Bar Justice Center 
inMotion 
NYLAG 
Safe Horizon 
Sanctuary for Families

Housing ● 2,206 resources, including a 
hard to find copy of the 
NYCHA Management Manual 

2,490 The Legal Aid Society 
Legal Services NYC 

NYC Pro Bono ● 1,189 resources:  
○ volunteer opportunities  
○ pro bono news 
○ training materials  
○ other practice resources 

7,889 City Bar Justice Center 
The Legal Aid Society 

Reentry 
(civil consequences of criminal 
proceedings) 

● 948 resources  
 

3,248 Bronx Defenders 

Foreclosure ● 1,425 resources:  
○ volunteer opportunities 
○ news 
○ library materials 
○ listservs 
○ video trainings/webinars  

602 Legal Services NYC 
City Bar Justice Center 

NYC Consumer Debt Defense 
(less than 1 year old) 

● 131 resources, including 
interactive interviews for 
document assembly of 
○ Answer 
○ Demand for Documents 
○ Debt Verification Letter 
○ Opposition to MSJ 

122 MFY Legal Services 

Rochester/Finger Lakes ● 311 resources:  
○ volunteer opportunities  
○ pro bono news 
○ training materials  
○ other practice resources 

1,304 VLP of Monroe County 
LawNY 
Legal Aid Society of 
Rochester 

 
 

                                                 
2 Additional New York practice areas:  Community Development & Nonprofit, Corporate Counsel Pro Bono, 
and Unemployment. 
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The national practice areas with strong New York membership include:3 
 

Substantive Practice Area Resources Users 
(NY) 

Manager 

Prisoners’ Rights 
(conditions of confinement & 
treatment by prison personnel) 
 

● 429 resources 398 The Legal Aid Society 
Prisoners Legal 
Services 

Law Firm Pro Bono ● 184 resources: 
○ news   
○ pro bono policies, 
○ calendar of events;  
○ listserv  
○ other practice resources 

86 Association of Pro Bono 
Counsel 

 
 

ORC  
ORC offers (1) legal materials and databases for advocates in their daily practice, 
(2) substantive law Listservs to connect advocates for assistance and 
collaboration, and (3) online training.   
 
The substantive materials are primarily designed as searchable databases so they 
are accessible and easy to use. This system relies heavily on the active 
engagement of students from Albany Law School who work at the Empire Justice 
Center each semester and throughout the summer.4   Content includes: 

 

Substantive Practice Area Resources Users Manager

Public Benefits (Fair Hearings) 

● 3,304 Fair Hearing Decisions  
● 6,449 other related documents 

○ statutes & regulations 
○ Administrative Directive 

Memos (ADM) 
○ Local Commissioners 

Memos (LCM) 
○ General Information 

System Messages (GIS) 
○ sample legal briefs 

3,938 Empire Justice Center 

Public Benefits (Law) ● 733 decisions, briefs and other 
litigation-related materials 1,060 Empire Justice Center 

                                                 
3 Additional national practice areas with significant New York membership:  Asylum, Death Penalty, 
Human Rights, Military Pro Bono and Immigration Advocates. 
4 Student work for academic credit, earn work study payments or are paid a basic stipend depending on 
the program, the year and the available resources. 
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● 1,523 other related documents 

Domestic Violence Law 

● 546 case summaries related to 
○ child welfare 
○ confidentiality 
○ criminal 
○ custody & visitation 
○ family offenses/order of 

protection  
○ firearm restrictions 

445 Empire Justice Center 

Disability Law  
(Social Security Disability & 
Supplemental Security 
Income) 

● Social Security 
Administration's Appeals 
Council & Administrative Law 
Judges decisions  

● sample letters and 
memorandum by advocates 

● other related documents  

3,906 Empire Justice Center 

Computer Assisted Tenant 
Representation Advocacy 
Program (“CATRAP”)  

● on-line interactive advocacy 
manual (92 sections)5  

● 156 links to related documents 
756  Empire Justice Center 

Health Law  

● 65,000 documents relating to:  
○ Federal Health Reform 
○ Medicaid  
○ Medicare 
○ Family Health Plus 
○ Child Health Plus 
○ Medigap 
○ Private Insurance 
○ EPIC 
○ Long Term Care Insurance 
○ Uninsured 
○ Immigrant Access to Health 
○ Language & Disability Access 
○ HIPAA  
○ Health Care Decision-making  

n/a 
NYLAG 

Empire Justice Center 
The Legal Aid Society 

 
ORC’s listservs are managed by the Western New York Law Center which provides 
primary technical assistance to all the ORC resources. There are 4,516 subscribers 
in 27 different discussion groups, the most active and robust discussion groups 
include:  Public Benefits, Housing Law, Medicaid, Disability, Domestic Violence, 
(Mortgage) Settlement Conferences, LGBT, NYS Project Directors.  Subscribers 
have access to 271,500 pages of archived materials. 
 
The ORC Online Training Center contains 61 trainings on Child Care, Child Support, 
Community Development, Consumer, Disability Benefits, Domestic Violence, 
Education, Family Law, Foreclosure, Health, Housing, Immigrant Rights, Language 

                                                 
5 CATRAP provides generic text to incorporate directly into an Answer and supplies quotes from case law 
or statutory authority suitable to use in supporting affidavits or a Memorandum of Law.   
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Access, LGBT, and Public Benefits.  Since its launch, users have viewed over 3,181 
hours of training videos and received 175 CLE credits. 
 

 
 
Usage by Advocates 
Both PBN and ORC operate on a registered user or member basis; the substantive 
content is not available to the public. 
 

PBN 
PBN has 18,581 registered New York members, broken down as follows: 
● 2,610 civil legal services staff (14%) 
● 10,588 pro bono (57%) 
● 1,963 students (11%) 
● 3,420 other (e.g., non-legal community based organizations) (18%) 

 
For the 2013 calendar year, PBN is projecting New York usage as follows: 
● 200,000 website visits 
● 400,000 training calendar pageviews 
● 45,000 Pro Bono Opportunities Guide page views 
● 65,000 library downloads 
● 5,000 listserv messages posted 

 
ORC 
ORC has 3,945 registered users who include:   
● Legal Services staff (39%) 
● Law Firms and Private Attorneys (32%) 
● Staff in State and County Offices (12%) 
● Community Organizations (17%) 

 
In the last fiscal year (ending 3/31/13), the ORC delivered 544,305 pages of 
material to its users. 

 
 



Tech Tools, Trends, 
and Tips for Legal 
Service Providers 
2013 Task Force to Expand Access to Civil Legal Services in New York
Technology Working Sub-Group: Michael Donnelly, John Greiner, Jeff Hogue, Joe 
Kelemen, Morris Massel, Mary Mone



Topics

1. Introduction: Technology is Essential
2. Training and Collaboration
3. Cloud Computing
4. Spreading Information 
4. Tech On-The-Go
5. Security 
6. Staying Up-to-Date 
7. Recommendations 

Appendix: Additional Resources & Tips
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Summary of 
Recommendations

● Stay up to date. Someone in the organization must be responsible to stay 
informed of tech opportunities and risks

○ Many new tools are free or low cost and will improve delivery of services
○ NYSTech Coordinator meetings occur monthly--participate
○ National conferences often have tech tracks; consider LSC TIG conference

● Copy and use resources from peers 
○ Tech support and trainings
○ Consider helping to create a New York tech resource library, perhaps with IOLA
○ Create method for experts/experienced leaders to push tech  information out
○ Include a tech presentation at every statewide directors meeting
○ Remind programs about LawHelp and CourtHelp to replicate consumer information

● Seek access to NYSBA document assembly products for Legal Aid
● Programs should designate a tech responsible leader, assess internal/consultant tech staffing to 

maintain infrastructure, train, and innovate
● Develop appropriate technology policies
● Have a technology plan
● Increased court-legal aid communication on acceptable forms, variations in filing requirements, 

plain language, CourtHelp, self-help resources & plans, tech planning.  
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Introduction: Technology is 
Essential
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The purpose of this presentation is to highlight some of the current, available 
services for users and organizations and note certain issues users and 
organizations should be aware of.

The technology considered essential for day-to-day office work is changing at 
an exponentially increasing pace. Organizations should become aware of and 
thoughtfully plan to adapt to these changes.

The Legal Services Corporation (LSC) recommends that technology should be 
incorporated into the overall planning process for a legal services program. (2008 
Legal Services Corporation “Technologies that Should Be in Place in a Legal Aid Office Today:  Overall Program 
Capacity”)

Technology is Essential
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Training & Collaboration
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Training & Technology 
Standards
“A provider should provide access to ongoing 
and comprehensive training for all personnel” 2006 

American Bar Association Standards for the Provision of Civil Legal Aid Standard 6.5 on Training

LSC recommends the “effective use of 
technology to deliver training” 2008 Legal 
Services Corporation “Technologies that Should Be in Place in a Legal Aid Office 

Today: Training” 
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http://www.legalaidnc.org/public/participate/legal_services_community/ABA_StandardsfortheProvisionofCivilLegalAid_Aug_2006.pdf
http://www.legalaidnc.org/public/participate/legal_services_community/ABA_StandardsfortheProvisionofCivilLegalAid_Aug_2006.pdf
http://www.legalaidnc.org/public/participate/legal_services_community/ABA_StandardsfortheProvisionofCivilLegalAid_Aug_2006.pdf
http://lsntap.org/sites/all/files/Baseline%20Technologies.pdf
http://lsntap.org/sites/all/files/Baseline%20Technologies.pdf
http://lsntap.org/sites/all/files/Baseline%20Technologies.pdf


Use Existing Free 
Online Trainings
Substantial training resources are available for free, 
ranging from informal to CLEs to college courses.  For 
example:

● WNY Law Center - Online Resource Center  -- about 40 online 
trainings, free (fee for CLE credit)

● Practising Law Institute - : example-> Advocating for Veterans - (many 
free, some paid)

● On-Demand Web Programs from NYSBA and others
● Plain Language Course for legal advocates

This is a trend to watch- even major companies and institutions are producing 
online training/education:

● Universities and law schools provide substantial free classes 
resources for users.

● Web-based, such as MIT:Physics I.  Also iTunes U -- on Apple 
devices 

Cost: Free
Implementation: Easy
Policy Concerns: Low
Benefits: Medium
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http://onlineresources.wnylc.net/online_training.asp
http://onlineresources.wnylc.net/online_training.asp
http://onlineresources.wnylc.net/online_training.asp?index=Online%20Training
http://onlineresources.wnylc.net/online_training.asp?index=Online%20Training
http://www.pli.edu/Content/Seminars_Webcasts/_/N-3jZ1m?Npp=25&Ns=sort_date%7c0
http://www.pli.edu/Content/OnDemand/Advocating_for_Veterans_the_Basics_on_Benefits/_/N-4nZ1z134xr?ID=133746
http://www.pli.edu/Content/Seminars_Webcasts/_/N-3jZ1m?Npp=25&Ns=sort_date%7c0
http://www.pli.edu/Content/OnDemand/Advocating_for_Veterans_the_Basics_on_Benefits/_/N-4nZ1z134xr?ID=133746
http://www.pli.edu/Content/OnDemand/Advocating_for_Veterans_the_Basics_on_Benefits/_/N-4nZ1z134xr?ID=133746
http://www.nysba.org/AM/Template.cfm?Section=CLE_Online_Programs&Template=/CustomSource/Catalog/ByTopic/index.cfm
https://sites.google.com/a/lawny.org/plain-language-library/home/plain-langauge-online-course
https://sites.google.com/a/lawny.org/plain-language-library/home/plain-langauge-online-course
http://ocw.mit.edu/courses/physics/8-01sc-physics-i-classical-mechanics-fall-2010/introduction-to-mechanics/units-and-dimensional-analysis/


Train Using Low Cost
Meeting Tools
Webinars

○ View presentations remotely
○ markup and review documents together, live
○ Services include: GotoMeetings, GoToWebinar, Google Hangouts

Conference Calls
○ Use simple phone technology for conference calling (free services like 

FreeConferenceCall.com)
○ Use live document sharing to make a webinar-like experience without 

webinar software
○ Calls can be enhanced with visual aids by using a SharePoint 

document or Google Doc to allow participants to access visual data 
while on the call

Email Lists
○ Subscribe to email lists, which provide timely and useful information 

about current trends for substantive legal issues
○ Subscribe to NY Bar Section and WNYLC practice area email lists

Cost: Free
Implementation: Easy
Policy Concerns: Low
Benefits: Medium

                                                                  9



Enhance Training With 
Group Video 

Google Hangouts - free for up to 9
Others may have nominal costs and more 
or fewer features:  

● Skype 
● Jabber
● Various Microsoft services

Cost: Free
Implementation: Easy
Policy Concerns: Low
Benefits: Low

Use free, live video 
hookups over the internet 
and cell service to meet 
face to face with a team.
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Store Training Digitally
for Re-use
Create reusable training resources 

● Video: DVDs, private YouTube videos, Google Drive

● Quizzes to test retention:  example: CALI Author online quiz

● Self-Created Video (more later)

○ Simple "expert says" video with simple production 
○ More advanced, highly produced trainings with document 

examples inserted into video

Perform constant quality assurance for all materials

● Poorly designed or boring videos (monotonous, droning talking heads) 
will discourage content consumption

● Brief evaluation surveys provide critical feedback.

Cost: Free
Implementation: Easy
Policy Concerns: Low
Benefits: Medium
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http://www.cali.org/caliauthor


Use Screencasts to 
Demonstrate Tasks

Explain standard tasks once and record with video.

For example:
● How to use your case management system
● How to find your server folder
● Basic computer skills, such as "Save As"
● How to add the network computer to your computer
● Examples: Jing (tm), Adobe Captivate

Cost: Free
Implementation: Easy
Policy Concerns: Low
Benefits: High

Create a video that demonstrates how 
to perform exact steps you take on 
your computer for often-explained 
tasks.
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Record Critical 
Group Calls

Example: 
GoToMeetings

An absent member can listen to the call and view the 
webinar or training later.  

Google Hangouts, GoToMeetings (including the 
presented slides/documents), and 
FreeConferenceCall.com have this feature built-in

Cost: Free
Implementation: Easy
Policy Concerns: Low
Benefits: Medium
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Cloud Computing
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What is Cloud Computing?
Cloud computing is the use of computing 
resources (hardware and software) that are 
delivered as a service over a network (usually 
the Internet). 

Cloud computing entrusts remote services with 
a user's data, software and computation.
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Use Live Group Editing 
for Efficient Collaboration
Live group editing allows users to collaborate, create, edit 
and comment on a shared document over the internet

By way of example, this presentation was created, revised, 
commented, finalized and presented on Google Docs.  
Multiple users had simultaneous access to the document at 
each stage

Collaborators can see changes made by others and revert 
to previous versions.

Examples: Google Docs, Microsoft SharePoint Server, Windows Live SkyDrive
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Share Documents With
Partners
Every organization should have the ability to collaborate on 
non-confidential projects internally and with other groups.  
Some applications/tools that can be used:

○ Google Drive/Sky Drive
○ Office Live 2010, Office 365
○ DropBox
○ SugarSync
○ Amazon Cloud Drive

Some of these tools allow easy selective sharing, but only 
one author can edit at a time.

Cost: Free/Fees for Enterprises
Implementation: Medium
Policy Concerns: High
Benefits: High
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Example: Google Drive

Store docs in the 
"cloud" and syncs with 
desktops, tablets and 
phones.

Docs are accessible to 
any user invited to 
access the relevant 
document.  Changes 
usually tracked.
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For third-party cloud service (e.g., Google Drive, Box.com, 
Dropbox) know that:

○ Certain free services allow for more secure transfer of data, and have 
add-ons for document retention and e-discovery compliance.

○ You can encrypt documents before you put them in the cloud.
■ Services include Cloudfogger, Boxcryptor, TrueCrypt.  
■ All have free versions.

○ Terms of Service and security/encryption/retention offerings vary.
○ Documents should be handled with appropriate care given the content 

of such documents
Enterprise versions of cloud services are owned, secured and controlled by 
the organization. Tools like Google Apps, Microsoft SharePoint, and OwnCloud 
have management and auditing tools.  Box.com is HIPPA-compliant.

Be Aware of Third-Party Cloud 
Services & Security
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Ethics Considerations
The Committee on Professional Ethics (Opinion 842, 9/10/10) concluded that a lawyer may use an 
online “cloud” computer data backup system to store client files provided that the lawyer takes 
reasonable care to ensure that the system is secure and that client confidentiality will be maintained.  
“Reasonable care” to protect a client’s confidential information against unauthorized disclosure may 
include consideration of the following steps:

● Ensuring that the online data storage provider has an enforceable obligation to preserve 
confidentiality and security, and that the provider will notify the lawyer if served with 
process requiring the production of client information;

● Investigating the online data storage provider's security measures, policies, recoverability 
methods, and other procedures to determine if they are adequate under the 
circumstances;

● Employing available technology to guard against reasonably foreseeable attempts to 
infiltrate the data that is stored; and/or

● Investigating the storage provider’s ability to purge and wipe any copies of the data, and to 
move the data to a different host, if the lawyer becomes dissatisfied with the storage 
provider or for other reasons changes storage providers.
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When using third party providers, including cloud computing services, lawyers 
should consider and review (as applicable):

● Terms of service
● Data ownership
● Types of data stored (general research and public pleadings and 

forms versus highly confidential client data)
● Susceptibility to discovery and other litigation risk

As with all new technology, the law is reviewing and making determinations 
regarding these newer technologies.  Stay up to date.

Consider contacting a peer organization that has adopted cloud technology to 
learn about other issues, advantages, suggestions, and resources.

Issues to be Aware of
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Spreading Information
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Consider the Changing 
Ways We Interact

● The age of the long memo is dead
● Deliver information in useful and digestible 

formats
● Consider video and text messages
● Always use plain language. (writeclearly.org)
● Deliver information in nuggets
● People do not actually read long documents
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http://writeclearly.org


Consider Video or 
Animated Video

Basic free version, pay for specific characters, scenes 
and voices

Animated video 
creators let you just 
enter a written script.  

The informational 
video is created 
automatically.

All that is required is a 
browser and internet 
connection; no other 
software needed.

example: NY Divorce

Examples: GoAnimate! and  Xtranormal

Cost: Free/Low
Implementation: Easy
Policy Concerns: Low
Benefits: Medium
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http://www.xtranormal.com/watch/14329689/how-to-get-a-divorce-in-new-york-the-basics-draft-2


Re-use your digital
work 

○ Digital documents (templates, fliers and blogs) can be 
re-used and accessed easily

○ Save that template/pleading to shared space for your 
whole firm to re-use

○ Rather than downloading or printing documents, store 
links to them

○ Store links to library items, like WNYLC's fair hearing 
database

○ Focus on findability, ease of use

Cost: Free/Minimal
Implementation: Easy
Policy Concerns: Medium
Benefits: Medium
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Consider Document 
Assembly

Tools for document 
assembly related to NY 
divorce clinics and 
citizenship are available for 
free for end users and/or 
pro bono attorneys, and/or 
internal staff.  

The assembly of 
documents automates 
the creation of 
documents, saves time.

Well suited to complex 
documents with lots of 
repeated information.

Example: LawNY's Sophia Divorce Clinic 
Program (link to interview 1)
hosted on Pro Bono Net's LHI server.

Sample programs:
● The Form Tool: http://www.theformtool.com/#/cart
● Contract Express
● Bar Association CDs

○ Consider bulk discounts or availability 
for public interest providers

Cost: Depends on Service
Implementation: Easy
Policy Concerns: Low
Benefits: High
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https://lawhelpinteractive.org/login_form?template_id=template.2010-08-23.0765165364
http://www.theformtool.com/#/cart


Doc Assembly Example - 
Divorce Clinic Pleadings

                                                                  27



Consider A2J Author 
Interviews to Inform
Dozens of A2J Author interviews are in use to automate 
end-user customized advice, especially for the self-
represented 

A2J Author is available for free. 
LawHelpInteractive's servers 
are free for LSC- funded 
organizations.

Example:  NYC Tenant Answer DIY Program (link 
to interview 1) by NYCourts NYSA2J project,
hosted on Pro Bono Net's LHI server.
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https://lawhelpinteractive.org/login_form?template_id=template.2009-06-11.6300517756
https://lawhelpinteractive.org/login_form?template_id=template.2009-06-11.6300517756
https://lawhelpinteractive.org/login_form?template_id=template.2009-06-11.6300517756


Consider Using Social 
Media as an Organization

● Social media is often used to stay current with peer organizations
● Expect clients to start looking for information via social media
● Using social media as an organization is not the same as permitting 

individual workers to use social media. Decide who controls messaging
● Find out if someone is already using your trademarked name

Security, protocol, document management and use of time are critical issues 
to be considered in using social media.

○ Organizations post critical information for clients and other 
organizations to services like Twitter, Facebook, Google+.  
■ Services like Hootsuite can be used to monitor multiple social 

media sites.
■ If all your other services go down, you can notify workers and 

colleagues using social media outlets
○ Organizations can post to legal blogs and monitor updates.                                                                  29



Tech on the Go - Mobile
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Tech on the Go - Mobile
“A provider should operate in ways that facilitate access to 
its services.” 2006 American Bar Association Standards for the Provision of Civil Legal Aid Standard 4.5 

on Access to Services.

Providers need to accommodate the needs of specific 
populations (rural geographic barriers, disability etc.). 

Mobile technology allows access similar to that available in 
an office. Attorneys can serve clients from remote locations 
as effectively as if they are in the office.
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Use Remote Desktop 
Access

Desktop access on other 
computers, tablets and phones

Current trend: using the computing power of remote machines.  
Local device is essentially a viewer and does not need serious 
computing power. 
Note: Use strong passwords and consider dual authentication.

Cost: Depends on Service
Implementation: Easy
Policy Concerns: Medium
Benefits: High
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Any Device Can View Any 
Workspace

Example of how powerful remote viewing 
tools can be:

Even an iPad user can control a fully-
featured Windows machine and consume 
content not available on the iPad 

(see OnLive Desktop)
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http://desktop.onlive.com/


Phones and Tablets are 
Scanners

The camera on most smartphones and tablets can now 
be used as a scanner and can send images as PDFs to 
Cloud services 

Cost: Free
Implementation: Easy
Policy Concerns: Low
Benefits: Medium
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Use Mobile Devices to View 
Legal Resources
Examples of mobile legal info for attorneys and clients:

○ Fast Case: Legal research mobile app
○ LawBox
○ WestLaw and Lexis mobile apps.
○ LawHelp mobile
○ Illinois Legal Aid online mobile app
○ Arkansas mobile app

Cost: Depends on Service
Implementation: Easy
Policy Concerns: Low
Benefits: Medium
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http://www.fastcase.com/
http://www.fastcase.com/


Learn about Mobile 
Efficiency Apps
Legal workers are increasingly working remotely, working 
while waiting for planes or calendar calls, and using tools to 
do everything remotely.

Examples:
Tripit: Mobile app that compiles travel information and aggregates into one 
easy to use itinerary.

Pocket: Web and mobile app that allows users to save articles, videos and 
any online content so that they can be viewed later, even if offline.

MobileDay: One-Touch into ANY conference call on ANY conference 
provider. The app syncs with your phone’s calendar and auto-detects the 
conference call details within your meeting invites.

Cost: Free/Minimal
Implementation: Easy
Policy Concerns: Low
Benefits: Low
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http://www.tripit.com/
http://getpocket.com/
http://mobileday.com/
http://mobileday.com/


Security 
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Security & Standards

“Consistent with its ethical and legal responsibilities, a 
provider must protect information relating to 
representation of a client from unauthorized disclosure.” 
2006 American Bar Association Standards for the 
Provision of Civil Legal Aid Standard 4.3 on Protecting 
Client Confidence.

With the rising popularity of mobile technology and 
"bring your own devices", it is important that client 
information remains secure and confidential.
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Use encryption for highly 
sensitive data

Encryption--provides a means of securing information 
by ensuring that only an authorized user with a 
password has access to the data.

○ Locally installed encryption software - 7-Zip, 
Truecrypt (free)

○ Web-based services for sensitive emails - Enlocked 

(10 free per month) & ProtectedTrust.com (5 free per 
month), 

○ Microsoft Word has built-in encryption (not just 
password protection) File > Info > Protect Document

Cost: Free/Minimal
Implementation: Easy
Policy Concerns: Low
Benefits: High

                                                                  39



Don't use the same password for everything

Don't use obvious passwords. Hackers use dictionaries with huge lists of common usernames 
and passwords and can hack you quickly if your logins and passwords are common.

Adopt Password Policies 
and Audit Strength

baseball
111111
iloveyou
master
sunshine
ashley
bailey
passw0rd
shadow

password
123456
12345678
qwerty
abc123
monkey
1234567
letmein
trustno1

Most popular 
passwords:

Are you using them? 
(TIME Techland 
article)

Cost: Free
Implementation: Easy
Policy Concerns: Low
Benefits: High
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http://techland.time.com/2011/11/22/the-25-most-popular-and-worst-passwords-of-2011/
http://techland.time.com/2011/11/22/the-25-most-popular-and-worst-passwords-of-2011/
http://techland.time.com/2011/11/22/the-25-most-popular-and-worst-passwords-of-2011/


Circulate Password Tips to 
Workers
Don't use info linked easily to you (your name)

Consider long and nonsensical (but memorable):

antsflewrocketsin1888  or  an7sflewrocke7sin1888?

But not too complex: 
Q:Where would this password go? Mr8@Mxyzptlk76%5    
A: on a sticky note

Consider two-factor authentication

Cost: Free
Implementation: Easy
Policy Concerns: Low
Benefits: High
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Consider Password 
Manager Software
Password managers let you protect and share 
passwords.

Keepass
Norton

A very strong
master password
is essential.

Cost: Free/Minimal
Implementation: Easy
Policy Concerns: Low
Benefits: High
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Use Data Wiping Software 
Mobile Devices
Stolen laptops and mobile devices - it will happen

see FTC Recommendations 

If it does get stolen/you lose it- Loss/Recovery Software
Can be programmed to alert admin
Can be triggered to take webcam shots of theif

Examples: Prey, MobileIron, AirWatch, ZenPrise

Whole-device encryption is also possible so nothing is readable on a lost 
device.

Without protection, mobile devices are a privilege/security/liability risk.

Cost: Paid for Service
Implementation: Medium
Policy Concerns: Low
Benefits: High
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Keep Devices Clean and 
Protected
CCleaner - free software that 
cleans up Windows issues

Flash Cookie Cleaner -- removes 
Flash cookies (created by Adobe 
Flash, which is used by many 
websites)

Noscript for Firefox, NotScript for 
Chrome, WOT for Chrome - Free 
add-ons that restrict Javascript 
on websites
Malwarebytes Anti-Malware - the 
free geek tool of choice for fixing 
an infected computer.

Windows Updates - do them 
regularly.

Microsoft Security Essentials - 
free antivirus from Microsoft, 
that, at least until recently, has 
been faster and better than most 
paid anti-virus.

Corporate Antivirus - (lots of 
brands).  If you aren't using 
MSE, use a firm-wide standard 
tool that forces all computers on 
the network to update and can 
be centrally managed.

Cost: Depends on Service
Implementation: Medium
Policy Concerns: Low
Benefits: High
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Prepare for the Most Likely 
Threats
Big attacks and hacks get the headlines, but 
know the real (most likely) threats:

■ Current workers (negligence or vengeance), 
naive browsing, intentional destruction

■ Incomplete or infrequent backups 
■ Lost/Stolen equipment 
■ Weak passwords/Sharing passwords
■ Out-of-date antivirus and security software
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Create Tech Policies

● Social Media

○ who can publish for org
○ how users can use at 

work
○ work-related posts on 

personal social media

● Worker-owned devices 
(BYOD)

● Reasonable personal use

● Passwords

Orgs need tech policies, and can use a peer's 
policy as a template.

● Thumb drives and laptops

● Installation of unauthorized 
software

● Monitoring by agency of 
worker activity

● Minimum system 
requirements

● Minimum bandwidth for 
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Staying Up to Date on Tech 
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Stay Reasonably Up to 
Date
No one can keep up to date on all tech trends.  We need to know what 
is dying, what got hacked, what is next, what saves oodles of money in 
the real world, and what is vaporware.

Great tech news resources:
● LSNTAP’s LS-TECH email list
● Custom Google News announcements
● LifeHacker

Find a Friend:
● LS-TECH email lists (again)
● NYS Statewide Tech Coordinators Group
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http://lsntap.org/
http://lsntap.org/
https://news.google.com/
https://news.google.com/
http://lifehacker.com/
http://lifehacker.com/
http://lifehacker.com/


Tech Trends to Watch

○ Remote working, tech skills are required for more 
and more jobs

○ Expansion of mobile technology
○ Increasing variety of tools to help with security
○ People bring tech skills and enthusiasm from 

personal tech use to the office
○ Virtualization - moves workstation complexity to the 

server
○ Data Visualization - tools to make data we collect 

usable, understandable, actionable

                                                                  49



Consider Free and Open 
Source Software
Lots of terrific programs are free and/or open source.

Function Commercial Product Open Source

Word Processor MS Office Libre Office

Photo Editor Adobe Photoshop GIMP

Vector Graphics Editor Adobe Illustrator Inkscape

Audio Recorder/Editor Sony Sound Forge Audacity
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Appendix: Additional 
Resources & Tips
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Additional Resources & 
Tips

If you do any task repeatedly, there is a tool that 
may help you do it faster, better, and more uniformly.

If you publish or consume any web content, there 
are definitely tools and methods to help you perform 
those tasks faster, better, and more uniformly.

Tools exist for any task you can think of, but diligently 
testing and researching software (including free 
software) and hardware is very time-consuming.  Ask 
for recommendations from others.
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Fax machines are less prevalent today. Online fax services, 
such as eFax, allow users to send and receive faxes via 
email (as attachments) or through mobile apps.  

No need to maintain a machine or a dedicated phone line 
any longer.

Virtual Fax Machines
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Collaboration: 
Annotating the Web 

Example: Scrible

Using a webservice to read and pass material internally 
(e.g., law bulletins circulated around the office) allow for 
users to highlight segments and annotate websites for 
colleagues.  No scanning is required!

Cost: Free/Minimal
Implementation: Easy
Policy Concerns: Low
Benefits: Medium
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Print Friendly

Make any web page print-friendly

PrintFriendly cleans and formats web pages for perfect 
print experience. PrintFriendly removes Ads, Navigation 
and web page junk, so you save paper and ink when you 
print. It's free and easy to use. Perfect to use at home, the 
office, or whenever you need to print a web page.  
PrintFriendly.com
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Electronic Signatures
Several services provide electronic signatures.

Sophisticated systems are far more than an 
image of a signature.

ex-> Adobe Echosign http://www.echosign.com/

On June 21, a New York state appellate court held that an electronically signed 
affirmation is admissible under state court rules. Martin v. Portexit Corp., No. 
303854/07, 2012 WL 2344889 (N.Y. App. Div. June 21, 2012).
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http://www.echosign.com/
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Keyboard Shortcuts
Users could probably use existing tools more efficiently.  
Keyboard shortcuts are an example. Almost all software 
has keyboard shortcuts.

Browsers (most):
F 11  -  (miracle screen enlargement)        Ctrl + F - (find stuff!)

Windows 
- Alt + Print Screen, paste a screenshot into your word processor
- Windows snipping tool

Wikipedia has a table of shortcuts. It looks confusing at first.
http://en.wikipedia.org/wiki/Table_of_keyboard_shortcuts                                                                   57

http://en.wikipedia.org/wiki/Table_of_keyboard_shortcuts
http://en.wikipedia.org/wiki/Table_of_keyboard_shortcuts


Use Two Monitors
Is there something you 
have to monitor or briefly 
switch to hundreds of times 
during work?

Do you often compare a 
document with a list of 
edits/suggestions/grant 
reporting requirements?
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Google Analytics
If you have your own website, 
wouldn't it be nice to know 
exactly what people who 
searched for your firm most 
often searched for? 

ex->
LSHV+eviction or 
LSHV+divorce?

Partners can share direct 
access to this data as well by 
giving you viewing privileges. 
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Analytics in Real Time

LawNY.org RealTime link                                                                   60

https://www.google.com/analytics/web/?pli=1#realtime/rt-overview/a21945643w43932168p43984419/


Credits
Adapted from an original presentation for the 
NYSBA Partnership Conference by:

Jeff L. Hogue, Supervising Attorney & Technology Coordinator

Legal Assistance of Western New York

jhogue@lawny.org

John Greiner, Chief Information Officer

Legal Services NYC

jgreiner@ls-nyc.org

Anna Hineline, LawHelp/NY Organizational Listing Coordinator 

Legal Assistance of Western New York

ahineline@lawny.org
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