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"As the digital demands on the
public sector have grown, so have
the risks. Leaders must shift their
focus to prioritize cybersecurity
and defend against cyber attacks.
It has never been more important
to stop breaches before they
happen. Security must now be at
the center of every organization.”
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Threat Perspective: Common Risks
to You and Your Environment

* Risks have increased because we are more mobile
and fully dependent on tech than ever before

VPN, Mobile Devices, Constant Internet/Internet of
Things, Social Media

+ Specific Risks

Malware/Drive-by Malware
Ransomware

Social Media use/personal information publicly
accessible

Email attachments/embedded URLs
Credential Harvesting
Phishing




Phishing vs. spear phishing vs. whaling

Whaling is a specific type of spear phishing, and spear phishing is a specific
type of phishing. Learn the differences below.

Phishing
A broader term that covers
any type of attack that tries
to fool a victim into taking

Spear phishing Whaling
A type of phishing

A form of spear
that targets individuals.

phishing that targets

high-ranking victims
some action. Does not have within a company.
a specific target.
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Example General Phishing E-maill

File Message
= ) Repl % Message 3 T 3 - 2 & ConvertTo~
i x GReply  pm & $ag 8 Move to: ﬁ ij Pl o
G2 Reply Al [CICRM Fields |3 To Manager . — 8 Add Connection ~
& - Delete By~ (= Team Email Move |Untrack  Set 3 A Tags |Editing| Zoom
(3 Forward ol bl > Regarding - 9 View in CRM 4 z
Delete Respond Show Quick Steps ] CRM Zoom ~
ITServices <sales@ITServices.com> 5/27/2015
Our new Enterprise Plan has finally arrived 5
Dynamics CRM + Get more apps

Hi,

Thanks for using ITServices. We are currently undergoing a major upgrade to our product line have a new service
that we think you'll be interested in. Our new Enterprise Package includes a number of updates, such as premium
support, improved data analysis and state of the art security features.

Currently, this service is being offered as a free trial. To update your account, simply click the link below.

www.itservices.com/enterprise

This is a limited time offer, so be sure to act quickly.

Thank you,
James Robinson
ITServices Sales Executive
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< Outlook Inbox
xample o
Directed toward a specific

FW: Urgent: Wire Transfer ; @ INTENT

person or organization. )
Email has some form of

S p e O r Liam Sparks | intent; they want the
° target to do something.
. [} {
Phishing

The attached invoice is still awaiting payment. The
deadline is tomorrow and | am in an important

°
meeting. Can you please wire over the funds as
— G I s00N as you can?

Regards,
Liam

Manager, XYZ Supplies
t: +44 0184 667 7496

# IMPERSONATION
Trying to impersonate

someone or some entity Invoice_BAT 894 4 s PAYLOAD

that the target trusts. ¥ 5
Email contains some form

of payload to get the target
to take the desired action.
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Example
Whaling
E-Mall

Eastern Kentucky University shared document .pdf
»r ] 139KB

Frdm: Hiatt Wolfe <htw001@marietta.edu>
Date: Monday, January 7, at 2
Subject: FW: Professional Program and Ethical Conduct Program For|(entuckv Christian University

Dear Eastern Kentucky University Employees,

We have an exceptional workforce in Eastern Kentucky University that is strongly committed to the
highest standards of ethical conduct and professionalism. Our employees work tirelessly every day to
ensure that we deliver the highest quality education for our students to prepare them for success
beyond graduation. Nevertheless, as an organization committed to the Eastern Kentucky University
principles of performance excellence and continuous improvement, we can always improve our
operational processes.detailed information can be found in the attachment to this email. All
employees are advised to review the information.

Yours Sincerely

Michael Benson
President

Eastern Kentucky Universit
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No- and Low-Cost Options to Prevent Inadvertent Data Breaches

» Require cyber awareness training

Limit internet access for your staff
* If not needed for the job, do not grant
* Incorporate automated blocking/Proxy
* Review reports of use, incorporate policies

Loss or compromise of a device
« Data Encryption
« Do not store files on local devices/hard drives
+ Use Cloud storage or local network storage

Protect Personal Identifiable Information (Pl)

+ Review storage and access in case management
systems — audit, limit access, permissions by role

« Ifit must be sent, use secure email, other sharing
options (cloud sharing with permissions)

Keep in mind physical security (locked server,
locked devices, cameras, paper)
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No- and Low-Cost Options to Prevent
Inadvertent Data Breaches, con't

+ Complex Passwords

+ Keep all software and operating system
patches current

+ Anti-Virus and all 3@ party software
+ Seemingly minor OS updates —

computers, phones, servers Global average cost
of a data breach:
$3.86 million

+ Use secure, encrypted email when sending
attachments or sensitive information

+ Geo-blocking

* Be careful connecting to WiFi networks,
particularly those that are not password-
protected

«  Off-site backups of all data, such as in the
cloud




FERRRRRRRNRNNRR RN NRINRRNRNNRNINRNRRNRNRRRRRRRRRIIIIIIIIIIIIII LI
Remote Work Considerations

\.)/!\ °
COVID-19

Be aware of Be careful of fake  Set strong passwords Use Multifactor Install an antivirus
phishing scams news and alerts or use an identity manager Authentication on all devices

Apply basic Secure your Use a VPN Keep your work Set a Remote
security features home WiFi network environment private Work Policy
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Remote Work: Security Measures
and Policy Suggestions

*  Multi-Factor Authentication (MFA) is critical

* Prevent personal devices from connecting to your
environment

* No control over patching, other users
« Work-issued devices are idedal

+ Do not allow family members or others to use a work-issued
device

* Be careful downloading apps
« Consider Mobile Device Management (MDM])

+ Consider screen lock passwords, biometrics for
authentication

* Only connect to work environment via secure WiFi




Vetting
Vendors and

Other Third
Parties

Look at vendor policies and procedures, how they
handle security threats

Ask if their system has ever been compromised

How is data hosted and backed up?

Cloud environments = Commercial vs
Government Cloud, hosted in US?

Is data encrypted at rest and in motion?
Financial ability to recoup losses

Compliance risk considerations / policies
HIPAA, CJIS, FEdRAMP, StateRAMP

Reputation, size of customer base




What to do if Your Environment is
— Breached

. If in New York, Follow NYS Data Breach Notification
Law which requires notice to:

NYS Department of State

NYS Division of State Policy
NYS Office of the Attorney General
Use NYS OAG Data Breach Submission Portal

US Federal Trade Commission has excellent
for consumers and

businesses




Q&A




