From:
Sent:
To:
Subject:

Daniel H Erskine <dhe@dherslaw.com>
Thursday, December 16, 2021 12:11 PM
rulecomments
Cybersecurity, Privacy, and Data Protection proposed amendment to 22 NYCRR §1500

Categories:

Cybersecurity

Attorney Millett:
I write in support of the proposed amendment to 22 NYCRR §1500 to include a 1 hour cybersecurity requirement for
newly admitted and experienced attorneys. I am a member of NYSBA’s The Committee on Technology and the Legal
Profession. As such I proposed, authored, and presented with my colleague Jared D. Correia a NYSBA CLE entitled The
New York SHIELD ACT: Ethics, Requirements, And Technology Compliance (https://nysba.org/products/the-new-yorkshield-act-ethics-requirements-and-technology-compliance/) to illustrate a straightforward non-jargon continuing
education course encompassing both of the proposed ethics and general elements of the new cybersecurity
requirement for New York attorneys. This CLE showed how the new cybersecurity CLE could be presented in a manner
understandable to both novice and experienced legal practitioners. The genesis of the CLE was Mr. Mark A. Berman’s
proposal and work urging the adoption of such a cybersecurity continuing education requirement; Mr. Berman’s efforts
in forwarding the prominence of such a requirement are both noteworthy and innovative.
“A lawyer has a duty to be competent not only today but also tomorrow, and to be competent not only in substantive
law and procedure but also in technology.”§ 1.1:9 Acquiring and maintaining technological competence, SIMON'S NY
RULES OF PROF. CONDUCT § 1.1:9. “New York is focusing especially on the challenges of cybersecurity, as attacks
become more frequent and more damaging and often target law firms.” Id. “The concept of technological competence is
now enshrined in Comment [8] to Rule 1.1.” Id.
“Much has been written about the need for tech-savvy law graduates, and there seems to be a consensus among legal
educators that this is important…A few thoughts to consider on the growing need for tech education are (1) most states
have adopted American Bar Association (ABA) Rule 1.1 that lawyers have technological competence, (2) as of 2019,
North Carolina and Florida now require technology Continuing Legal Education (CLE) for attorneys, and (3) data privacy
legislation is growing and current and future statutes, both state and federal, will have or continue to have express or
implied cybersecurity requirements, which lawyers will need to understand.” Anthony Volini, A Perspective on
Technology Education for Law Students, 36 Santa Clara High Tech. L.J. 33, 37–38 (2020) (footnotes omitted).
“The risk of an uninformed bar is real. As of this writing, only two states--Florida and North Carolina--have mandatory
technology-related continuing legal education (CLE) requirements (akin to the ethics CLE requirements that are
mandatory in many states). These CLE requirements require lawyers to learn about new technologies that can be used in
the practice of law. Such requirements are worth considering, as a 2020 survey of lawyers found that nearly threefourths of lawyers lack familiarity with disruptive legal technologies. Most states require lawyers to obtain ethics credits
as part of their CLE requirements and should require lawyers to learn about the ethics of emerging legal technologies as
well. By integrating legal technology discussions into required ethics CLE courses, developing a stand-alone technologybased CLE requirement, or both, the bar would send a message to lawyers about the importance of learning new
technologies.” Christopher A. Suarez, Disruptive Legal Technology, Covid-19, and Resilience in the Profession, 72 S.C. L.
Rev. 393, 419 (2020) (footnotes omitted).
There are numerous New York statutes that address the need for cybersecurity knowledge beyond the SHIELD ACT (N.Y.
General Business Law § § 899-aa, 899-bb and for state agencies N.Y. State Technology Law § 208). For example, the
following statutes touch upon the need for New York lawyers to obtain and maintain technological competence through
continuing cybersecurity education:
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1.
2.
3.
4.
5.
6.
7.
8.
9.

N.Y. Gen. Bus. Law § 399-ddd (Social Security Numbers)
N.Y. Gen. Bus. Law §§ 399-h, 899-aa(1)(b), and § 899-bb (data disposal)
N.Y. Penal Law §§ 250.00 to 250.05 (eavesdropping law)
N.Y. Lab. Law § 203-c (employee privacy protection)
N.Y. Gen. Bus. Law § 395-b (unlawfully installing or maintaining viewing devices)
N.Y. Lab. Law § 203-d (employee personal identifying information)
N.Y. Lab. Law § 704 (surveillance as an unfair labor practice)
N.Y. Pub. Health Law § 2781 (HIV and AIDS information)
N.Y. Comp. Codes R. and Regs. tit. II, ch. XIX, § 420.0 to 420.24 (Privacy of Consumer Financial and
Health Information)
10. N.Y. Gen. Bus. Law § 380 (Credit Reporting)
11. N.Y. Gen. Bus. Law § 520-a (Restriction on Collecting Addresses on Credit Card Transactions)
12. N.Y. Pub. Off. Law §§ 91-99 (Government Data Banks)
13. N.Y. Pub. Off. Law § 89(2)(b)(i) (Employment and Medical Information Records)
14. N.Y. Lab. Law § 201-a (Employment Records)
15. N.Y. Pub. Off. Law § 89(2)(b)(iii) (State Mailing Lists)
16. N.Y. Pub. Off. Law § 521-C (Credit Card Lists)
17. N.Y. Pub. Health Law § 17 (Medical Records)
18. N.Y. Gen. Bus. Law art. 39-F §§ 899-aa et seq. (Notification of Unauthorized Acquisition of Private
Information)
19. N.Y. Exec. Law § 718
20. N.Y. C.P.L.R. 4502(b). (Spousal privilege) See also N.Y. C.P.L. Article 250.
21. N.Y. C.P.L.R. 4503. (Attorney-client)
22. N.Y. C.P.L.R. 4504. (Physician, dentist, chiropractor, nurse)
23. N.Y. C.P.L.R. 4505. (Clergy)
24. N.Y. C.P.L.R. 4507. (Psychologist)
25. N.Y. C.P.L.R. 4508. (Social worker)
26. N.Y. C.P.L.R. 4509. (Library circulation records)
27. N.Y. C.P.L.R. 4510. (Rape crisis counselor)
28. Civ. Rights Law § 79-h. Journalist (Shield Law)
29. Jud. Law § 499. Member or authorized agent of a lawyer assistance committee.
I recommend the adoption of the Proposal to Amend the Mandatory CLE Rules to Include a New Category of Credit –
Cybersecurity, Privacy, and Data Protection.
Take Care,
Daniel H Erskine
Daniel H Erskine
Attorney & Solicitor

Admitted NY, CT, England & Wales SRA Number 482811
11 West Prospect Ave, Mount Vernon, NY 10550
157 Church Street, 19th floor, New Haven, CT 06510
Main: 866.951.4443
dhe@dherslaw.com | www.erskine-law.com | Biography

Daniel H
Erskine
Confidentiality Notice: This communication is intended only for the
person to whom it is addressed and may contain information that is
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privileged, confidential, or exempt from disclosure under applicable law.
If you have received this transmission in error, please immediately notify
the sender and delete it from your computer. Unintended transmission
shall not constitute waiver of the attorney-client or any other privilege.
Thank you.

Please be CAREFUL when clicking links or opening attachments from external senders.
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From:
Sent:
To:
Subject:

Elan Weinreb <eweinreb@weinreblaw.com>
Saturday, December 18, 2021 6:48 PM
rulecomments
Re: Proposed Cybersecurity CLE Requirement

Categories:

Cybersecurity

Dear NY CLE Board:
I respectfully disagree with imposition of a state-wide cybersecurity CLE requirement, notwithstanding my belief
that cybersecurity CLE courses should be widely offered.
Cybersecurity is an essential component of law office practice management/areas of professional practice such
that most professional responsibility/ethics courses dealing with risk management, including but not limited to the
excellent course that is given each year by the NYSBA on risk management, already include at least one hour on
it. Risk management courses are already widely attended, so a separate cybersecurity requirement would largely
constitute an unnecessary redundancy.
In addition, establishing a cybersecurity requirement basically advertises to malicious hackers and others who are
up to no good in the digital world that attorneys and other members of the legal profession are a distinctly
vulnerable population that should be targeted for attack.
Please do not paint a bright red digital target on the back of the Empire State's attorneys and other members of the
legal profession by establishing this requirement until at least every single other recognized profession in New
York, including but not limited to the medical profession, has a distinct cybersecurity requirement in place.
All the best,
Elan E. Weinreb

_________________________________________
Elan E. Weinreb
Managing Member, The Weinreb Law Firm, PLLC
1225 Franklin Avenue – Suite 325
Garden City, NY 11530
Tel.: (516) 620-9716
Fax: (516) 830-3569
http://www.weinreblaw.com
Auxiliary e-mail: weinreb@lawyer.com
This communication is for the sole use of the individual and/or entity to whom it is addressed, and may contain
information that is privileged, confidential, and/or exempt from disclosure under applicable law. Any distribution,
dissemination, or duplication of this communication by someone other than the intended addressee or a
designated agent for same is strictly prohibited. If you have received this transmission in error, please notify the
sender immediately by replying to this communication and deleting it from your computer and any other media
upon which it may be viewed. In compliance with regulations issued by the Internal Revenue Service, please be
advised that any Federal tax advice contained in this communication, including any attachments, was not written
to be used and may not be used by any person to avoid penalties under the Internal Revenue Code.
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Please be CAREFUL when clicking links or opening attachments from external senders.
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From:
Sent:
To:
Subject:

Ray Beckerman <ray@beckermanlegal.com>
Monday, December 20, 2021 10:36 AM
rulecomments
Request for Public Comment on Proposal to Amend Mandatory Continuing Legal
Education a New Category of Credit

Categories:

Cybersecurity

Dear Sir or Madam:
I do not think it would be a good idea to add an additional
category, there are enough categories. And I do not think
it would be a good idea to make the additional category mandatory, as
there are already enough mandatory categories.
Lawyers should be trusted to be able to select the
subject matters that would be most helpful to their practices.
Thank you.
Respectfully submitted,
Ray Beckerman
Ray Beckerman
Law Office of Ray Beckerman, P.C.
10818 Queens Blvd. 4th Fl.
Forest Hills NY 11375
(718) 544-3434
ray@beckermanlegal.com
http://beckermanlegal.com

Please be CAREFUL when clicking links or opening attachments from external senders.
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From:
Sent:
To:
Subject:
Attachments:

Judith A. La Manna <LaManna@rivette.us>
Tuesday, December 21, 2021 11:27 AM
rulecomments
Request for Public Comment - Cybersecurity CLE
Request for Public Comment -cybersecurity v1215.pdf

Categories:

Cybersecurity

As a member of the NYSBA CLE Committee, I became aware of this proposal to add the Cybersecurity CLE as a
REQUIRED credit some time before the matter was sent for consideration to the NYSBA Delegates. I objected then,
strongly. Unfortunately, the matter is not at the point of a call for public comments by the OCA. I have a great deal of
problem with adding one more "required" course.
My background makes me suited to issue this criticism. I have been an active member of NYSBA for some time. I have
observed attendees and CLE programs from before CLE was mandatory through the present time. In fact, I served on
the NYSBA committee that examined Mandatory CLE at the onset. I conducted a State-wide, review at the 10-year
point, of response to mandatory CLE. The review revealed what I had expected: that the requirement is not treated
seriously, but as a box to check, with little attention paid and a great deal of resentment for the obligation.
It is no surprise to me that Mandatory CLE is not taken seriously and even resented. That is because the practice as it
was set up and currently exists is really is not serious about lawyer training. If it were, there would be valid testing and
not just credit for filling up a space. If it were, those who teach would have to be better credentialed. If it were, lawyers
would be "required" to take course work in their fields of practice. There way to cure is not to set up more areas of
general, required credits.
More, the CLEs that become required are those that seem politically correct or gimickey. My objection could not be
more direct: I object to adding more "required" CLEs. I objected to the addition of diversity CLE as being required and
when it was proposed I predicted this track would develop - why not one more "required" CLE? then another.
I see the way this will sell,is by tacking-on ethics credits, to make the requirement be softer-received. I see that some
practitioners will profit from being the providers (on the ground-floor) to offer the expertise. (Indeed, the person
making the proposal made the offensive suggestion that the course being required would increase the coffers for CLE
offered by NYSBA.)
It is objectionable that this is happening, but I don't expect my objection will be taken seriously. This has already been
decided. It is wrong to impose this requirement on persons and make a presumption that lawyers "need" this, to think
on behalf of the lawyers in NYS.

Judith A. LaManna, Esq., Arbitrator
200 Old Liverpool Road (Suite A)
Liverpool, NY 13088
Direct Dial: (315) 461-1243
www.judithlamanna.us
Thank you for being kind today.

-------- Forwarded Message -------Subject:NYSBA CLE Committee | CLE Board | Request for Public Comment - Cybersecurity CLE
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Date:Wed, 15 Dec 2021 22:21:43 +0000
From:Suchocki, Katherine <KSUCHOCKI@NYSBA.ORG>
To:Shawndra G. Jones, Esq. <sjones@ebglaw.com>, James R. Barnes, Esq. <jbarnes@burkecasserly.com>, Suchocki,
Katherine <KSUCHOCKI@NYSBA.ORG>
CC:Robert J. Ansell, Esq. <robert.ansell@powerflotechnologies.com>, Corinne Atton
<corinne.atton@draperllc.com>, Mark Berman <mberman@ganfershore.com>, Jean F. Gerbini, Esq.
<jgerbini@gmail.com>, Covert, Tara <TCOVERT@nysba.org>, Antoine D. Grady, Esq. <agrady@kslaw.com>,
Diane F. Krausz, Esq. <dkrausz@dianekrausz.com>, Judith A. LaManna, Esq. <lamanna@rivette.us>, Brian John
Malkin, Esq. <bjmalkin@mwe.com>, George R. McGuire, Esq. <gmcguire@bsk.com>, Harry G. Meyer, Esq.
<hgmeyer96@gmail.com>, Marissa Brin Moran, Esq., J.D. <mmoran@citytech.cuny.edu>, Michael E. O'Connor,
Esq. <moconnor@ccf-law.com>, Courtney S. Radick, Esq. <cradick@apfwlaw.com>, Joanna M. Roberto, Esq.
<jroberto@gerberciano.com>, Nava Sara Sanders, Esq. <nava.s.sanders@ey.com>, Mirna M. Santiago, Esq.
<mirna@girlsrulethelaw.org>, Rona G. Shamoon, Esq. <rona.shamoon@ronashamoonadr.com>, Patricia J.
Shevy, Esq. <tricia@shevylaw.com>, Tucker C. Stanclift, Esq. <tcs@stancliftlaw.com>, Sharon P. Stiller, Esq.
<sstiller@abramslaw.com>, Vincent J. Syracuse, Esq. <syracuse@thsh.com>, Hon. Jonah Triebwasser
<jtriebwasser@nycourts.gov>, Rosemarie Tully, Esq. <rosemarie@tullylaw.com>, Sarah E. Gold, Esq.
<sg@goldlawny.com>, CLS <CLS@nysba.org>, SAMS <SAMSGROUP@nysba.org>, Calista, Kathryn
<KCALISTA@nysba.org>, Richards, Thomas <TRICHARDS@NYSBA.ORG>, Shaw, Victoria <VSHAW@NYSBA.ORG>,
Suchocki, Katherine <KSUCHOCKI@NYSBA.ORG>

Greetings CLE Committee Members!
It has been a while, but we wanted to share a recent notice from the Office of Court Administration
regarding public comment for a CLE rule change relative to cybersecurity.
Shawndra Jones is our new CLE Committee chair. A meeting will be scheduled soon. We will
forward end of year financials and updates. We will not be meeting in person in January, but we will
schedule a virtual meeting.
A full notice about the request for public comment will go out to NYSBA members next week, but we
wanted the CLE Committee to be looped in first.
Thank you for your service on the Committee.
Sincerely,
Kathy Suchocki
-----------------------------------------------------------------------------------------Katherine Suchocki, Esq., Senior Director

mu

Continuing Legal Education & Law Practice Management
New York State Bar Association
M YS li A One Elk Street | Albany, NY 12207

direct/fax:518.487.5590 | ksuchocki@nysba.org | www.nysba.org

-------------------------------------------------------------------------------------------
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Membership Matters
NOW MORE THAN EVER

Renew or Join Today

Meeting
Annual
-

JANUARY 18

JANUARY 28, 2022
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From: Baxter, Kathy <Kbaxter@NYSBA.ORG>
Sent: Wednesday, December 15, 2021 11:20 AM
To: Suchocki, Katherine <KSUCHOCKI@NYSBA.ORG>
Cc: McDevitt, Pamela <pmcdevitt@nysba.org>
Subject: FW: Request for Public Comment - Cybersecurity CLE
This is an OCA request for comment on requiring a MCLE credit in cybersecurity. It has its origin in the report approved
by the House in April 2020 from our Committee on Technology in the Profession.
Kathy
From: Mindy Jeng <mjeng@nycourts.gov>
Sent: Wednesday, December 15, 2021 10:53 AM
To: Baxter, Kathy <Kbaxter@NYSBA.ORG>
Cc: Eileen D. Millett <EMillett@nycourts.gov>
Subject: Request for Public Comment - Cybersecurity CLE
Dear Kathy:
Please see the attached request for public comment for dissemination to your membership. It will be posted on our
website in the next few days.
Thank you,
Mindy Jeng

Mindy M. Jeng, Esq.
Administrative Counsel
New York State Office of Court Administration
25 Beaver Street, 11th Floor
New York, NY 10004
(212) 428-2140
mjeng@nycourts.gov
Pronouns: she/her/hers

Please be CAREFUL when clicking links or opening attachments from external senders.
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From:
Sent:
To:
Subject:

Stuart J Moskovitz <stuartj@moskovitz.org>
Wednesday, December 22, 2021 12:20 PM
rulecomments
cybersecurity requirement

Categories:

Cybersecurity

This is getting ridiculous. We have professional requirements, ethical requirements, diversity requirements and now you
want to put in general and ethical cybersecurity requirements. Each time you do this, you reduce the credits an attorney
can devote to his actual practice areas.
If you want to add cybersecurity requirements, maybe you should consider removing the diversity requirements which
never had anything to do with an attorney's ability to practice to begin with.

Please be CAREFUL when clicking links or opening attachments from external senders.
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From:
Sent:
To:
Subject:

Lewis C. Taishoff <ltaishoff@netscape.net>
Wednesday, December 22, 2021 7:52 PM
rulecomments
Cybersecurity One Credit

Categories:

Cybersecurity

If the United States Department of the Treasury, the Department of Homeland Security, the United States Department of
State, the United States Department of Energy (which oversees America's nuclear arms stockpile), the United States
National Nuclear Security Administration, Microsoft, Cisco, Intel, Deloitte, the California Department of State Hospitals,
and Kent State University, were all of them hacked and their confidential information stolen in the so-called "Solar Winds"
hack earlier this year, exactly what will the instructors in this one-hour, one-off class teach that the experts at these
agencies, corporations, and institutions could not?
Lewis C. Taishoff, Esq.
Telephone (917) 459-7875
e-mail: ltaishoff@netscape.net
Visit my Blog: http://www.taishofflaw.com
Follow me on Twitter: @taishofflaw
Connect with me on LinkedIn: http://www.linkedin.com/pub/lewis-taishoff/5/725/875.
Please be CAREFUL when clicking links or opening attachments from external senders.
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From:
Sent:
To:
Subject:
Attachments:

Windsor, Lucille <Lucille.Windsor@ag.ny.gov>
Thursday, December 23, 2021 2:16 PM
rulecomments
Cybersecurity, Privacy, and Data Protection
Request for Public Comment -Cybersecurity,Privacy, and Data Protection.pdf

Categories:

Cybersecurity

Good afternoon Eileen,
If we can have a little more clarification on the credit breakdown for the certificate and course requirement. Are you
asking that we provide .5 Ethics and .5 Professional Practice in one course? My concern is that we do hold Cybersecurity
programs, but are lumped as a general program. The concern making a separate category just for this topic, maybe
difficult to delivery as an accredited provider. If this is just a mandatory requirement for just the attorneys and not the
provider that maybe something to consider.
If you can please clarify if this will be mandatory for providers as well as attorney’s. If we can also have a sample of what
the certificate would be and if a mandatory separate category might be one step that will be very difficult for all.
Thank you,
Lucille Windsor
Legal Education & Professional Development Bureau
New York State Office of the Attorney General
The Capitol | Albany, NY 12224
Tel: (518)776-2550
IMPORTANT NOTICE: This e-mail, including any attachments, may be confidential, privileged or otherwise legally
protected. It is intended only for the addressee. If you received this e-mail in error or from someone who was not
authorized to send it to you, do not disseminate, copy or otherwise use this e-mail or its attachments. Please notify the
sender immediately by reply e-mail and delete the e-mail from your system.

Please be CAREFUL when clicking links or opening attachments from external senders.
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From:
Sent:
To:
Cc:
Subject:

Evan D. Zucker, Esq. <Evan@evanzuckerlaw.com>
Sunday, December 26, 2021 4:30 PM
Forrest Strauss; rulecomments
Geoffrey Chanin; Nancy Morgan; members
(members@list.orangecountybarassociation.org)
Re: [OCBA Members Listserv] CLE proposal for comment

Categories:

Cybersecurity

From my perspective, attorneys who have no technology in their educational background are unlikely to learn enough in
one hour every two years to make them proficient or even competent in this area. Given the speed with which this topic
evolves, one hour every two years will include only condensed and outdated information that leaves attorneys more
exposed rather than better equipped to protect their clients. Perhaps some funding should be directed towards
providing services to attorneys that help protect them and their clients rather than hoping that a CLE will do the job.
I would also note that the prior two responses from our venerable collegues did not include
rulecomments@nycourts.gov as a recipient and, as such, their comments were not likely received by the Continuing
Legal Education Board.
Evan D. Zucker, Esq.
Pronouns: he, him, his
Zucker Law Offices, P.C. \ Law Offices of Glenn W. Magnell, Esq.
PO Box 511 \ 162 Main Street
Chester, NY 10918 \ Goshen, NY 10924
845.216.1426 \ 845.294.0585
F: 646.349.4204 \ 888.724.5470
*Service via fax or email not accepted without prior consent
*******************************************
Please consider the environment before printing this email.

This message is being sent by or on behalf of a lawyer and the information contained herein is intended to be conveyed
only to the designated recipient(s) of the message. This message is covered by the Electronic Communication Privacy
Act, 18 USC Section 2510-2515, it is intended for the sole use of the intended recipient and may contain information,
which is privileged, confidential, or otherwise legally exempt from disclosure. Unauthorized use, dissemination,
distribution or reproduction of this message by any party other than the intended recipient is strictly prohibited and may
be unlawful. If you have received this communication in error or if you believe that you are not an intended recipient of
this message, please notify Evan D. Zucker, Esq. immediately by replying to this email or by telephone
at 646.481.9529 and delete the message from your computer. Thank you.
On Fri, Dec 24, 2021, 4:03 PM Forrest Strauss <fstrauss@nycourts.gov> wrote:

I agree with Mr. Chanin completely.
My initial concern, like his, was the potential imposition of additional
mandates upon the already strict CLE requirements presently in effect.
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However, much of my concern is ameliorated by the fact that such
course requirements would appear be counted and satisfied as part of
the ethics and professionalism requirement, as opposed to being yet
another separate and additional requirement that would further
interfere with, reduce, or limit an attorney’s remaining choices about
which non-ethics CLE classes they may choose from to satisfy the rest
of their course requirements.
In this way, it appears that the powers that be are trying to ensure that
we all remain aware of current technological threats, without making
our CLE obligations any more onerous.
Wishing everyone all of the joys of the holiday season!
-Forrest Strauss
From: members@list.orangecountybarassociation.org <members@list.orangecountybarassociation.org> on behalf of
Geoffrey Chanin <geoffchanin@gmail.com>
Sent: Friday, December 24, 2021 12:40 PM
To: Nancy Morgan <NMorgan@lawampm.com>
Cc: members (members@list.orangecountybarassociation.org) <members@list.orangecountybarassociation.org>
Subject: Re: [OCBA Members Listserv] CLE proposal for comment
I am in favor of this even though I generally oppose the imposition of even more new requirements on the legal
profession - for example - in addition to rigorous continuing educational requirements, we are perhaps one of the only
professions which imposes upon ourselves the affirmative obligation to do a certain amount of free work for other
people -- but in this case I think that this would fairly reflect the changing times we live in and that in the long run
knowledge of this subject area will become ever more vital in a profession where voluminous record-keeping reflecting
legal and governmental authority over individuals is mandatory. My caution is that this field changes day to day and
moment to moment, our knowledge about and exploration of the cyber world is still in its formative stages, and
keeping up with it will be a major job in itself, but that may be another reason for regarding this subject as
fundamentally important. We all know about cyber crimes, cyber ransoming, cyber impersonation, etc etc and I think
the legal profession may be exceptionally vulnerable for many reasons obvious and not so obvious, to sabotage and
misuse, so despite my reluctance to impose or accept another complex mandate, I must conclude that this is too
important not to make a mandatory, or in the beginning at least an optional, requirement. I am very interested to
learn the opinions of others who are more knowledgeable and more perspicacious than I am. G Chanin
On Thu, Dec 23, 2021 at 2:28 PM Nancy Morgan <NMorgan@lawampm.com> wrote:
________________________________
Please consider the environment before printing this e-mail.

2

CLE014

Confidentiality Notice
This email and the information contained herein and attachments hereto are legally privileged and confidential
information intended only for the use of the individual or entity named above. If the reader of this email is not the
intended recipient, you are hereby notified that any forwarding, dissemination, distribution or copying of this email
and/or its attachments, or the taking of any action in reliance on the contents thereof is strictly prohibited. If you are
not the intended recipient, please immediately notify the sender by reply email, delete the email and any attachments
and destroy all copies of the original message.
Thank you.
To unsubscribe from this list please go to http://archives.simplelists.com
To unsubscribe from this list please go to http://archives.simplelists.com

Please be CAREFUL when clicking links or opening attachments from external senders.

To unsubscribe from this list please go to
http://www.simplelists.com/confirm.php?u=UCeCyAuwruw1uZJfP6EMeFPOA1pSLegN
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From:
Sent:
To:
Subject:

Forrest Strauss <mail4strauss@optonline.net>
Sunday, December 26, 2021 6:38 PM
rulecomments
Fwd: [OCBA Members Listserv] CLE proposal for comment

Categories:

Cybersecurity

Sent from my iPhone
Begin forwarded message:
From: Forrest Strauss <fstrauss@nycourts.gov>
Date: December 24, 2021 at 4:02:56 PM EST
To: Geoffrey Chanin <geoffchanin@gmail.com>, Nancy Morgan <NMorgan@lawampm.com>
Cc: "members (members@list.orangecountybarassociation.org)"
<members@list.orangecountybarassociation.org>
Subject: Re: [OCBA Members Listserv] CLE proposal for comment
Reply-To: Forrest Strauss <fstrauss@nycourts.gov>

I agree with Mr. Chanin completely.
My initial concern, like his, was the potential imposition of
additional mandates upon the already strict CLE requirements
presently in effect.
However, much of my concern is ameliorated by the fact that
such course requirements would appear be counted and
satisfied as part of the ethics and professionalism
requirement, as opposed to being yet another separate and
additional requirement that would further interfere with,
reduce, or limit an attorney’s remaining choices about which
non-ethics CLE classes they may choose from to satisfy the
rest of their course requirements.
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In this way, it appears that the powers that be are trying to
ensure that we all remain aware of current technological
threats, without making our CLE obligations any more
onerous.
Wishing everyone all of the joys of the holiday season!
-Forrest Strauss
From: members@list.orangecountybarassociation.org <members@list.orangecountybarassociation.org>
on behalf of Geoffrey Chanin <geoffchanin@gmail.com>
Sent: Friday, December 24, 2021 12:40 PM
To: Nancy Morgan <NMorgan@lawampm.com>
Cc: members (members@list.orangecountybarassociation.org)
<members@list.orangecountybarassociation.org>
Subject: Re: [OCBA Members Listserv] CLE proposal for comment
I am in favor of this even though I generally oppose the imposition of even more new requirements on
the legal profession - for example - in addition to rigorous continuing educational requirements, we are
perhaps one of the only professions which imposes upon ourselves the affirmative obligation to do a
certain amount of free work for other people -- but in this case I think that this would fairly reflect the
changing times we live in and that in the long run knowledge of this subject area will become ever more
vital in a profession where voluminous record-keeping reflecting legal and governmental authority over
individuals is mandatory. My caution is that this field changes day to day and moment to moment, our
knowledge about and exploration of the cyber world is still in its formative stages, and keeping up with
it will be a major job in itself, but that may be another reason for regarding this subject as fundamentally
important. We all know about cyber crimes, cyber ransoming, cyber impersonation, etc etc and I think
the legal profession may be exceptionally vulnerable for many reasons obvious and not so obvious, to
sabotage and misuse, so despite my reluctance to impose or accept another complex mandate, I must
conclude that this is too important not to make a mandatory, or in the beginning at least an
optional, requirement. I am very interested to learn the opinions of others who are more
knowledgeable and more perspicacious than I am. G Chanin
On Thu, Dec 23, 2021 at 2:28 PM Nancy Morgan <NMorgan@lawampm.com> wrote:
________________________________
Please consider the environment before printing this e-mail.
Confidentiality Notice
This email and the information contained herein and attachments hereto are legally privileged and
confidential information intended only for the use of the individual or entity named above. If the
reader of this email is not the intended recipient, you are hereby notified that any forwarding,
dissemination, distribution or copying of this email and/or its attachments, or the taking of any action
in reliance on the contents thereof is strictly prohibited. If you are not the intended recipient, please
immediately notify the sender by reply email, delete the email and any attachments and destroy all
copies of the original message.
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Thank you.
To unsubscribe from this list please go to http://archives.simplelists.com
To unsubscribe from this list please go to http://archives.simplelists.com

Please be CAREFUL when clicking links or opening attachments from external senders.

To unsubscribe from this list please go to
http://www.simplelists.com/confirm.php?u=Xxo3Ad7P4lMsf7sn5H90NbQ4hbJA8nrX
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From:
Sent:
To:
Subject:

Wilmes, Mollie <Mollie.Wilmes@friedfrank.com>
Monday, December 27, 2021 12:42 PM
rulecomments
RE: Proposed New Category of CLE Credit - Cybersecurity, Privacy, and Data Protection

Categories:

Cybersecurity

With regard to the new requirement, for newly admitted attorneys, what would the format requirement be for earning the
credit? Would a live program be required or would the format follow that of ethics, meaning webcast would be
acceptable?
Thank you,
Mollie

Mollie M. Wilmes
Manager of Professional Development
Mollie.Wilmes@friedfrank.com | Tel: +1 212 859 8698

Fried, Frank, Harris, Shriver & Jacobson LLP
One New York Plaza, New York, NY 10004
friedfrank.com
Pronouns: she/her/hers

From: CLENYAP <CLENYAP@nycourts.gov>
Sent: Thursday, December 23, 2021 1:53 PM
To: CLENYAP <CLENYAP@nycourts.gov>
Subject: Proposed New Category of CLE Credit - Cybersecurity, Privacy, and Data Protection

[EXTERNAL]
Greetings:
For your information, attached is a memorandum detailing a proposed amendment to the New York CLE Program Rules
to require newly admitted and experienced attorneys to complete one (1) CLE credit hour in a proposed new category of
CLE credit – Cybersecurity, Privacy, and Data Protection.
Persons wishing to comment on the proposal should email their submissions to rulecomments@nycourts.gov (and not
to this email address) or write to: Eileen D. Millett, Esq., Counsel, Office of Court Administration, 25 Beaver Street, 11th
Fl., New York, New York, 10004. Comments must be received no later than February 15, 2022.
Please note that all public comments will be treated as available for disclosure under the Freedom of Information Law
and are subject to publication by the Office of Court Administration. Issuance of a proposal for public comment should
not be interpreted as an endorsement of that proposal by the Unified Court System or the Office of Court
Administration.
Thank you,
NYS CLE Staff
1
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_______________________
Confidentiality Notice: The information contained in this e-mail and any attachments may be legally privileged and confidential. If you are not an intended recipient,
you are hereby notified that any dissemination, distribution or copying of this e-mail is strictly prohibited. If you have received this e-mail in error, please notify the
sender and permanently delete the e-mail and any attachments immediately. You should not retain, copy or use this e-mail or any attachment for any purpose, nor
disclose all or any part of the contents to any other person. Thank you.

Please be CAREFUL when clicking links or opening attachments from external senders.
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From:
Sent:
To:
Subject:

esq4speeding@optonline.net
Friday, January 7, 2022 2:59 PM
rulecomments
Proposed cybersecurity CLE requirement

Categories:

Cybersecurity

If approved, there ought to be an exemption for attorneys 65 & older. I am 70 & imagine I'll cease
practicing within 5 years. My on line footprint as an attorney is purposefully minimized, as I am not
confident of outside web sites being completely secure. E.g., I refuse to utilize Facebook, or other
social networks. I don't have an active website. I primarily focus on a court appearance heavy
practice in Criminal & VTL defense. So little of my business is conducted online that it seems
onerous, to me, to have to comply with a new CLE requirement tailored to younger and/or more high
profile or high volume or high paperwork practitioners.
Accordingly, if there is to be this new requirement, please allow the older attorneys to opt out.
Attorney Reg. #1017573

Please be CAREFUL when clicking links or opening attachments from external senders.
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From:
Sent:
To:
Subject:

Tanya Davis <Tanya.Davis@nysed.gov>
Tuesday, January 25, 2022 2:27 PM
rulecomments
Proposed Rule - Cybersesurity, Privacy, and Data Protection

Categories:

Cybersecurity

Hello,
I am an attorney in the Chief Privacy Office at SED, as well as the CLE Coordinator for the Office of Counsel at SED.
Working in the privacy office is a recent transition, and I am still climbing up a steep learning curve. I would welcome a
Cybersecurity, Privacy, and Data requirement. One of the first lessons I am learning in the cybersecurity/privacy world is
that everyone knows that they need to worry about it, but they’re not really sure HOW to protect the information (also
WHAT information they have that needs to be protected). More information could start to create a consensus about
best practices that would help us advise clients/consumers in a more holistic way.
Thank you,
Tanya
Tanya Davis, Esq.
Office of Counsel
New York State Education Department
89 Washington Avenue
Albany, NY 12234
Phone: (518) 474-8869
Fax: (518) 474-4188

Confidentiality Notice
This email including all attachments is confidential and intended solely for the use of the individual or entity to which it is addressed. This
communication may contain information that is protected from disclosure under State and/or Federal law. Please notify the sender
immediately if you have received this communication in error and delete this email from your system. If you are not the intended recipient
you are notified that disclosing, copying, distributing or taking any action in reliance on the contents of this information is strictly prohibited.

Please be CAREFUL when clicking links or opening attachments from external senders.
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Proposed New Category of CLE Credit - Cybersecurity, Privacy, and Data
Protection

Winston & Strawn LLP favors the New York State Continuing Legal Education Board’s
proposed amendment to require attorneys to complete 1 credit in cybersecurity, privacy, and data
protection every 2 years. This requirement is essential in that it accomplishes CLE’s primary
purpose which is to enhance the attorney’s professional competency. Not only is this
requirement relevant to the times, but its practicality is evident in all practice areas. Requiring
attorneys to learn about cybersecurity ensures that our attorneys can perform vital legal services
and taps into a treasure trove of knowledge and expertise that is again applicable to all practice
areas. Lastly, the subject matter will attract greater attendance which in turn enhances our
business.
Requiring attorneys to earn a technology credit in cybersecurity, privacy, and data
protection credit falls within CLE’s ultimate purpose which is legal education that contributes to
the attorney’s professional competency as an attorney.
Technology has dramatically changed the nature of the legal industry. Attorneys now
practice law leveraging zoom instead of interacting with the courts and their clients in-person.
Sensitive information pertinent to their client’s interests used to be physically stored. Today,
attorneys have a professional obligation to safeguard information stored digitally against
cyberattacks. In the past, attorneys referenced cases and decisions using law books in the law
library. Nowadays, attorneys access legal data using LexisNexis and Westlaw.
Mandating that attorneys have a basic understanding of technology in the law is critical
for them to practice law. Not only does this requirement teach basic processes for everyday use,
but it ultimately enables attorneys to provide clients with obligatory legal services.
New York should implement a technology requirement in cybersecurity, privacy, and
data protection to be as progressive as other jurisdictions. Like technology, CLE requirements
evolve with the times. Jurisdictions like IL and NY implemented a
diversity/inclusion/elimination of bias requirement because they realized attorney demographics
and clientele are changing. Trainings designed to combat the negative effects of unconscious
bias within the legal industry are necessary for attorneys to adequately practice law in 2022
instead of 1962. Trainings designed to teach attorneys technology competencies accomplish this
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same goal. New York’s proposed technology requirement addresses a fundamental shift now
rather than later.
This proposed requirement benefits the entire legal profession in that it is applicable to
attorneys in all practice areas. Patent litigators can learn best practices for protecting trade
secrets electronically while corporate attorneys might learn best practices for storing their
client’s financial information. Unlike trainings that are specifically tailored to a practice area,
this requirement attracts a larger segment of attorneys. Attendees will ultimately retain more
useful information from this type of training instead of one that is too practice area specific.
The proposed technology requirement not only protects the interests of our clients, but it
also protects our firm against potential liability and wrongdoing. Requiring attorneys to have a
comprehensive understanding of cybersecurity, privacy, and data protection is tantamount to
ensuring nurses in a hospital are well-versed in providing the most current rapid response
procedures. Like nurses, this requirement ensures our attorneys stay current on how best to
protect clients. By ensuring our attorneys are consistently trained on how best to secure our
client’s data, we have peace of mind knowing we adhere to a fundamental obligation to our
clients and business.
New York’s proposed requirement will expose attorneys to a trove of useful knowledge
and subject-matter experts. Within our firm, we have attorneys who are experts in handling
complicated privacy and data protection issues leveraging the most up-to-date privacy, data, and
forensic technology. They would be happy to share their knowledge with fellow practitioners
provided it contributes to greater competencies within the profession.
When searching “technology” in the Practicing Law Institute’s (PLI) search engine, I
came across 765 programs and 69 publications that are exclusively about technology or reference
technology in the law. Subjects range from a comprehensive overview of technology to
technologies used to protect sensitive patient information within healthcare law. The shear
abundance of these programs across multiple practice areas illustrates the significance of
cybersecurity, privacy, and data protection in the law. It’s a category that cannot be dismissed.
The practicality and usefulness of New York’s proposed credit requirement will attract
more attorneys and clients to our programs. This will enable us to showcase our experience and
expertise and ultimately increase our profitability. Many of our clients work for in-house
corporate legal departments and certainly want to know what security tactics to leverage in
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today’s digital age. The information and the CLE offered is the honey that will attract their
business.

Lewis Marin
CLE Manager
Winston & Strawn LLP
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From:
Sent:
To:
Subject:
Attachments:

Hults, Betsy W. <bhults@JonesDay.com>
Tuesday, February 15, 2022 8:40 PM
rulecomments
FW: Proposed New Category of CLE Credit - Cybersecurity, Privacy, and Data Protection
Request for Public Comment -Cybersecurity,Privacy, and Data Protection.pdf

Thank you for the opportunity to comment on the proposed new category of CLE credit—Cybersecurity, Privacy, and
Data Protection. I certainly agree that, given the prevalence of electronic data and communications in all aspects of
today’s world, this training is relevant, important and necessary. My concern is the complex structure of the
requirements for this category of credit. As a large law firm provider of CLE credit our programs are often sizeable, with
multiple sessions and dozens to hundreds of attendees. The CLE Board has proposed numerous approaches to
earning/issuing this credit, as follows:






There are two types of Cybersecurity credit—General and Ethics
The requirements are different for the two categories of New York attorneys—newly-admitted and veteran
Within the newly-admitted category, Cybersecurity credit can be earned in 3 different ways, some required and
others not:
o General Cybersecurity credit can be a part of the 7 credits that also include law practice management
and areas of professional practice
o Must complete 1 hour of Ethics Cybersecurity credit as part of the ethics/professionalism requirement
o May, in either the 1st or 2nd year, earn up to one additional hour of Ethics Cybersecurity, which can go
toward the ethics/professionalism requirement
Within the veteran category, Cybersecurity credit can be earned in 2 different ways, one required and another
not:
o Must complete 1 hour of either Ethics or General Cybersecurity credit as a part of their overall
requirement
o May apply up to 3 hours of either Ethics or General Cybersecurity credit to the 4 hour
ethics/professionalism requirement.

This structure creates a very complex, and difficult, myriad of ways to structure training programs and apply CLE credits
for our New York admitted program attendees. It seems important this structure be simplified and consistent for all
attendees of programs, to eliminate significant confusion and numerous mistakes.
I hope this input is helpful. Let me know if you have questions or need additional information.
Betsy W. Hults
CLE & Lawyer Training Manager
Client Services Department
JONES DAY® - One Firm Worldwide℠
1221 Peachtree Street, N.E., Suite 400
Atlanta, GA 30361-3053
Direct: +1-404-581-8935
bhults@jonesday.com

From: CLENYAP <CLENYAP@nycourts.gov>
Sent: Thursday, December 23, 2021 1:53 PM
To: CLENYAP <CLENYAP@nycourts.gov>
Subject: Proposed New Category of CLE Credit - Cybersecurity, Privacy, and Data Protection
1
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** External mail **
Greetings:
For your information, attached is a memorandum detailing a proposed amendment to the New York CLE Program Rules
to require newly admitted and experienced attorneys to complete one (1) CLE credit hour in a proposed new category of
CLE credit – Cybersecurity, Privacy, and Data Protection.
Persons wishing to comment on the proposal should email their submissions to rulecomments@nycourts.gov (and not
to this email address) or write to: Eileen D. Millett, Esq., Counsel, Office of Court Administration, 25 Beaver Street, 11th
Fl., New York, New York, 10004. Comments must be received no later than February 15, 2022.
Please note that all public comments will be treated as available for disclosure under the Freedom of Information Law
and are subject to publication by the Office of Court Administration. Issuance of a proposal for public comment should
not be interpreted as an endorsement of that proposal by the Unified Court System or the Office of Court
Administration.
Thank you,
NYS CLE Staff

***This e-mail (including any attachments) may contain information that is private, confidential, or protected by
attorney-client or other privilege. If you received this e-mail in error, please delete it from your system without copying
it and notify sender by reply e-mail, so that our records can be corrected.***
Please be CAREFUL when clicking links or opening attachments from external senders.
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COUNSEL 'S OFFICE
OFFICE OF
COURT ADMINISTRATION
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Karen M. Richards, Esq.
4933 South Salina Street
Syracuse, NY 13205
Eileen D. Millett, Esq.
Counsel, Office of Court Administration
25 Beaver Street, 11th FI.
New York, NY 10004

Re:

Cybersecurity, Privacy, and Data Protection

January 3, 2022

Dear Counselor Millett,

I oppose the proposed amendment to the mandatory continuing legal education
rules that would require attorneys to complete one CLE in a new category Cybersecurity, Privacy, and Data Protection. It has been my experience that CLE
courses in general offer very little in the way of practical advice. I fear that this topic
will focus only on the pitfalls while not providing relevant advice on how attorneys
working from home, small firms, or solo practitioners can protect electronic data
and communication.
I fear that with onerous educational debts and the cost of licensing, insurance, etc.,
the cost of meeting CLE requirements is making it difficult for small firms and solo
practitioners to practice law, thus leaving those seeking legal advice with little
choice but to seek advice from large, and usually much more expensive, law firms.
As a semi-retired attorney working only a few hours a week for a municipality
(which does not reimburse for the cost of CLE courses), I and many of my retired or
semi-retired colleagues must seriously consider whether renewing our license is
worth the time and expense it costs to maintain our license. Another mandatory CLE
course only brings us closer to abandoning our profession, a profession that cost us
dearly, and for some of my colleagues who are still paying off loans as they approach
65 or beyond, are still paying for.
Sincerely,

Al

- (U'cAor^

Karen M. Richards
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New York
County Lawyers
Association
COMMENT IN SUPPORT OF PROPOSED AMENDMENT TO THE CLE RULES
NYCLA and NYCLA’s CLE Institute support the NY CLE Board's proposed amendment
to the CLE Rules requiring attorneys to complete a CLE credit in a new category –
Cybersecurity, Privacy and Data Protection.
Cyber-attacks are on the rise, and ethical concerns about keeping client information
confidential, safe and secure are of paramount importance. Additionally, with technology
advancing rapidly, governments are responding with cybersecurity legislation and
regulation.
Law firms, older and younger attorneys can no longer ignore cybersecurity knowledge
and more than ever need to be prepared. This requirement will help them mitigate risk
and shape a security strategy and an incident response plan for their practice.
Factors that make this requirement necessary:
1. This amendment to the CLE rules will provide needed insight into the latest
cybersecurity trends and policies for many who still do not take these issues
seriously.
2. Uninformed attorneys still use
3. social media to post inappropriate material, which may run afoul of the Rules of
Professional Conduct.
4. Cybersecurity CLE programs will provide the knowledge needed to help lawyers
gain practical experience operating, maintaining, and defending the information
systems that drive their law practice.
5. The Covid-19 pandemic continues to place issues concerning collecting and
using personal data front and center. Coupled with the growing epidemic of
cyberattacks in the current remote working environment, where cybercriminals
see lawyers as easy targets, intense discussions over the need for privacy and
cybersecurity regulation are paving the way for a concerted response by the
federal US government.
6. All three branches of the federal US government are actively taking steps to
confront the privacy and cybersecurity questions of the day.
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7. The real action continues to be not in Washington, DC, but instead in the 50 US
states. California's far-reaching, comprehensive privacy bill called 'California's
GDPR' went into effect on 1 January 2020 and California voters approved an
even more comprehensive law called the California Privacy Rights Act (CPRA).
Numerous other states (such as Virginia and Colorado) have enacted or are
considering important new privacy legislation.
In collaboration with the CLE Institute, the NYCLA Law and Technology Committee has
been offering courses covering these topics for several years, as have the Ethics
Institute and our annual National/Cyber Security Program, which NYCLA has been
sponsoring for the past seven years. This new CLE requirement will be the needed
impetus for reticent attorneys to take cybersecurity and client information security and
confidentiality seriously.
The time is right for the proposed changes to the CLE requirements to make New York
the first state to have a timely and important cybersecurity CLE requirement.
While we support the proposed Cybersecurity, Privacy and Data Protection category of
CLE credit, we also suggest that the categories of CLE credit required for attorneys be
reviewed and evaluated periodically to ensure that the ever-evolving educational needs
of New York attorneys are continually being addressed.
Very truly yours,,

`

Bari Chase, Director
NYCLA CLE Institute and Programs
7 World Trade Center
250 Greenwich Street, 46th floor
New York, N.Y. 10007
E-mail: bchase@nycla.org
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NEW YORK

CITY BAR
REPORT BY THE SMALL LAW FIRM COMMITTEE
IN SUPPORT OF PROPOSAL TO AMEND THE MANDATORY CONTINUING
LEGAL EDUCATION (CLE) RULES TO INCLUDE A NEW CATEGORY OF CREDITCYBERSECURITY, PRIVACY AND DATA PROTECTION

The New York City Bar Association, through its Small Law Firm Committee (the
“Committee”) submits this comment in support of the proposal of the Office of Court
Administration to amend the mandatory legal education rules so as to require newly admitted and
experienced attorneys to complete one CLE credit in the new category of Cybersecurity, Privacy
and Data Protection.
Constantly changing and expanding technology provides attorneys with increasing
opportunities to handle complex matters and to work remotely. Client information that used to
reside in a file room is now stored in individual computers, servers and on the cloud. Stored
information is accessible through laptops, tablets, and mobile devices at virtually any location.
This explosion of technology has also given rise to ever-increasing and sophisticated
threats to the security of stored client information and the operation of the law firms that are
charged with safeguarding this data.
Rule 1.6(c) of the Rules of Professional Conduct requires a lawyer to “make reasonable
efforts to prevent the inadvertent or unauthorized disclosure” of confidential client information.
What constitutes “reasonable efforts” in a rapidly changing technology and cyber piracy
environment is an ever-evolving standard.
Requiring a one hour CLE credit every two years will provide an effective means for
attorneys to learn what the latest “reasonable efforts” are based upon current technology.
The Small Law Firm Committee urges that the CLE courses developed to fulfill this
requirement be focused on the current best practices that all attorneys can utilize in a cost effective
fashion regardless of the size of their law office. It would be counterproductive for the CLE time
to be spent primarily on warning attorneys of their need to develop cybersecurity safeguards or
explaining the complex processes involved in cyber-breaches without providing specific, concrete,
understandable steps that any attorney can employ to protect their own devices and information as
well their clients’ data. Solutions offered in cyber security CLE courses should include options
About the Association
The mission of the New York City Bar Association, which was founded in 1870 and has 25,000 members, is to equip
and mobilize a diverse legal profession to practice with excellence, promote reform of the law, and uphold the rule of
law and access to justice in support of a fair society and the public interest in our community, our nation, and
throughout the world.
THE ASSOCIATION OF THE BAR OF THE CITY OF NEW YORK
42 West 44th Street, New York, NY 10036
212.382.6600 | www.nycbar.org
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that are accessible and reasonably priced so as to be available to all lawyers, including lawyers
who are in solo practices or small law firms.
A timely course that alerts attorneys to the current forms of cyber threats as well as practical
and efficient ways to guard against them would be a valuable resource for all attorneys and would
be most welcomed by small law firm practitioners. Because cyber security has become such an
important aspect of legal practice, we also support making a one hour course on this topic part of
the mandatory requirements for CLE credit without increasing the overall hourly requirement for
CLE credit.
Thank you for your consideration.
Small Law Firm Committee
Anne R. Wolfson, Chair

Submitted February 15, 2022: rulecomments@nycourts.gov

Contact
Maria Cilenti, Senior Policy Counsel | 212.382.6655 | mcilenti@nycbar.org
Elizabeth Kocienda, Director of Advocacy | 212.382.4788 | ekocienda@nycbar.org
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NEW YORK STATE BAR ASSOCIATION
COMMERCIAL AND FEDERAL LITIGATION SECTION
COMMENT ON THE PROPOSED AMENDMENT TO NEW YORK’S
MANDATORY CONTINUING LEGAL EDUCATION RULES TO
INCLUDE A NEW CATEGORY OF CREDIT – CYBERSECURITY,
PRIVACY, AND DATA PROTECTION
SUMMARY
The New York State Bar Association Commercial and Federal Litigation
Section (“ComFed”) supports the amendment to New York’s mandatory continuing
legal education (“CLE”) rules to include a new mandatory category of credit for
cybersecurity, privacy, and data protection (the “Cybersecurity CLE Proposal”).
The Cybersecurity CLE Proposal would create a new category of CLE
training in cybersecurity for all attorneys licensed to practice in New York.
Specifically, it would mandate that both newly-admitted and experienced attorneys
complete at least one credit of cybersecurity CLE in each biannual CLE reporting
period. The Cybersecurity CLE Proposal would not add to the total number of hours
of required CLE training, which would remain 32 hours for newly-admitted
attorneys and 24 hours for experienced attorneys.
The Cybersecurity CLE Proposal would provide for cybersecurity training to
be offered in two different sections: general and ethics. “General” cybersecurity
training would include instruction in the technological aspects of protecting client
and law office electronic data and communications as well as a review of applicable
laws relating to cybersecurity, privacy, and data protection. “Ethics” training would
review ethical obligations and professional responsibilities relating to the protection
of electronic data and communication.
Under the Cybersecurity CLE Proposal, newly-admitted attorneys must
complete at least one hour of cybersecurity ethics training, which would replace one
hour of ethics training that is already required for newly-admitted attorneys. Newlyadmitted attorneys may also complete a second credit hour of cybersecurity ethics
training, which would replace a second hour of required ethics training. By contrast,
experienced attorneys can satisfy the new requirement by completing one hour of
general or ethics cybersecurity CLE, and can apply a maximum of three
cybersecurity ethics credits toward the ethics and professionalism requirements for
experienced attorneys.
1
CLE034

No cybersecurity CLE ethics credits may carry over to any attorney’s next
reporting cycle.
COMMENT
ComFed submits this Comment through its Committee on Privacy, Data Security
and Information Technology Litigation.
By the nature of their work, attorneys in every field of practice are often entrusted
with their client’s most sensitive information, from highly confidential trade secrets and
material nonpublic information to deeply personal and family data. Threat actors, aware
that law practices are a potential source of valuable information, routinely target attorneys
and law firms for cyberattacks, which can result in the theft or compromise of sensitive
personal or business information. Destructive cyber incidents like ransomware attacks can
leave attorneys unable to provide services to clients. Identity fraud and business email
compromises may result in the theft of client funds.
All attorneys in New York already have ethical duties of competence and
confidentiality; attorneys must provide competent legal advice and services to their clients
and, further, must preserve the confidentiality of their clients’ information. But not all
attorneys know that these duties extend to cybersecurity and data privacy issues which, in
this context, require attorneys to adopt appropriate safeguards to shield their clients’ data
from cyberattacks, loss, or unauthorized access. And even if attorneys are aware of their
ethical obligations to clients, they may be unfamiliar with the nature of cyber threats or the
best ways to protect their clients’ data. In particular, solo practitioners and attorneys in
small firms might not have sufficient technological familiarity or the resources to hire
outside cybersecurity professionals. Should attorneys use multi-factor authentication?
Should they encrypt data in transit and at rest? How can they ensure that their third-party
service providers, including cloud hosting services, will protect their clients’ data?
As such, we believe the proposed requirement that attorneys receive at least one
hour of CLE instruction in cybersecurity to be an important and clearly appropriate update
to pre-existing CLE requirements for attorneys.
CONCLUSION
It is essential that attorneys honor their duties of competence and
confidentiality by effectively protecting their clients’ most sensitive personal and
business information from the ever-expanding threat of cyberattacks. Accordingly,
we support the Cybersecurity CLE Proposal.
2
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Respectfully Submitted,
The New York State Bar Association Commercial & Federal Litigation
Section
Daniel K. Wiig, Section Chair
Approved by the Executive Committee of the Commercial &
Federal Litigation Section, February 9, 2022
Co-Chairs of the Committee on Privacy, Data Security and Information
Technology Litigation
Peter Pizzi, Esq.
Joseph Facciponti, Esq.
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New York State Defenders Association, Inc.
Public Defense Backup Center
194 Washington Ave. · Suite 500 · Albany, NY 12210-2314

Telephone (518) 465-3524
Fax (518) 465-3249
www.nysda.org

MEMORANDUM
TO:

Office of Court Administration, Ellen D. Millett, Esq., Counsel
(via email to rulecomments@nycourts.gov)

FROM:

Susan Bryant, Executive Director, and Stephanie Batcheller, Senior Staff Attorney,
New York State Defenders Association

DATE:

February 15, 2022

RE:

Comments on Proposal to Amend the Mandatory Continuing Legal Education (CLE)
Rules to Include a New Category of Credit: Cyber Security, Privacy and Data
Protection
~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~
The New York State Defenders Association (NYSDA) offers these comments on the proposal to
amend the Mandatory Continuing Legal Education (CLE) Rules to include a new category of credit:
Cyber Security, Privacy and Data Protection. We appreciate the opportunity to comment on the
proposal.
NYSDA is a not-for-profit membership association of public defenders, legal aid attorneys, assigned
counsel, and private practitioners throughout the state. With funds provided by the State of New
York, NYSDA operates the Public Defense Backup Center, which offers legal consultation,
research, and training to the thousands of lawyers who serve as public defense counsel in criminal
and family law cases in New York. NYSDA is an Accredited Provider of CLE in the State of New
York in traditional and non-traditional formats. The Backup Center also provides technical
assistance to counties as they consider changes and improvements in their public defense systems.
Our technical assistance includes the installation, maintenance, and support of our Public Defense
Case Management System (PDCMS) in over 90 public defense programs across New York. NYSDA
is contractually obligated to “review, assess, and analyze the public defense system and advance the
rights and interests of public defense clients and public defense
attorneys.”
Through our technical assistance to counties, including our PDCMS, we promote digital security in
electronic case and data management. We have also sponsored training about cybersecurity. This has
been especially critical with the advent of criminal discovery protocols under CPL Article 245 that,
since their inception in 2020, have provided defenders with copious electronic information raising
sharing and storage issues that implicate privacy and confidentiality considerations. And, like many
other organizations and law firms in New York and around the country, NYSDA has faced potential
cyberattacks, and our IT Department deals regularly with threats to our network that require staff
notice and training to counter attacks and ensure vigilance.
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We commend the Continuing Legal Education Board and the Office of Court Administration for
recognizing a need for training for attorneys in cybersecurity and electronic data maintenance. We
further appreciate the delineation and need for training on ethical considerations of privacy and data
protection apart from general digital data management and protection. As the practice of law and the
justice system move fully into the digital age, all members of the bar must embrace the role of
electronic data management and the attendant ethical responsibilities in protecting client privacy and
confidentiality. Regular training on threats and threat management will be an effective way to keep
attorneys and law offices apprised of emerging risks and the development of evolutionary and
responsive policies and protocols.
Regarding the creation of a new two-part category of CLE to be incorporated into the current
structure, we appreciate that these parts are designed to interchange with current credit hour
requirements that must be met, as opposed to increasing the overall number of hours attorneys must
accumulate for continuing licensure. Additionally, we applaud extending the mandate to newly
admitted attorneys, allowing them to earn cybersecurity credit as part of their overall credit
requirements.
That said, the structure of the credit allotments is not consistent between the two experience levels
and may result in confusion. Experienced attorneys (attorneys other than newly admitted attorneys)
can elect to earn their mandatory cybersecurity, privacy and data protection requirement as a single
credit hour in either the general or ethics category, but also have the option to replace 3 of 4
mandatory credits in ethics and professionalism as cybersecurity, privacy and data protection ethics.
In contrast, newly admitted attorneys must take at least one hour of cybersecurity ethics as part of
their ethics mandate, along with the option to earn one additional hour in cybersecurity ethics over
the two years, and may intersperse cybersecurity general credits with professional practice and law
practice management. On the one hand, this gives experienced attorneys more flexibility when it
comes to this new category of CLE. On the other hand, those choosing to do only one hour of
cybersecurity training, in either the general or ethics category, will miss the critically important area
of cybersecurity in the other category. Newer attorneys being required to take only cybersecurity
ethics may likewise miss important training in the general category.
We recommend that the requirements for the two experience levels be the same. Both experienced
and newly admitted attorneys would be required to earn a minimum of one hour of general and one
hour of ethics in cybersecurity, privacy and data protection. At the same time, the rules could allow
both groups of attorneys to earn additional cybersecurity hours in ethics and general without
increasing overall credit hour mandates. This would ensure that all attorneys are gaining a minimum
level of training necessary to understand the general demands of digital data protection as well as the
ethical obligations to ensure privacy and confidentiality.
On a related note, in keeping with our suggestion to require consistent training for both experienced
and newly admitted attorneys in this critical area, while the rules are being adjusted to accommodate
the new credit category, we invite the Continuing Legal Education Board to revisit the exclusion of
newly admitted attorneys from earning credit in the diversity, inclusion and elimination of bias
(DIEB) category, an equally important area of training and practice. To achieve its goals, diversity,
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inclusion and elimination of bias as a practice area demands training in skills, law practice
management and professional practice. Although newly admitted attorneys may have participated in
a deeper exploration in more recent law school curricula of the overall issues related to diversity,
inclusion and the elimination of bias, law students do not receive the needed skills and advocacy
training needed to recognize problems and effectuate positive change in the system once out and
practicing.
Moreover, as an accredited CLE provider, we note that it is complicated to plan training events that
would offer DIEB credits to satisfy the requirement for experienced attorneys but which newly
admitted attorneys are excluded from using towards their CLE requirements. This, in turn,
discourages newer attorneys from participating in such training events and learning critical advocacy
skills that will ultimately improve diversity and inclusion in the justice system and help eliminate
inappropriate biases.
We encourage, as part of the instant restructuring of mandatory training, a re-allotment to include an
allowance for newly admitted attorneys to earn one (1) credit hour in diversity, inclusion and
elimination of bias as one of either the six (6) minimum credit hours in skills and/or one of the
seven (7) minimum hours in law practice management and areas professional practice.
We commend the Office of Court Administration and the Continuing Legal Education Board for this
informed approach to mandatory continuing legal education, which requires attorneys to participate
in cutting-edge training to ensure high quality legal practice in New York. Your consideration of our
comments in this regard is appreciated.
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THE CITY OF NEW YORK
GEORGIA M . PESTANA
Corporation Counsel

LAW DEPARTMENT
100 CHURCH STREET
NEW YORK , N.Y. 10007-2601

( 212) 356 -0800
FAX : (212) 356 - 0809
gpestana@law.nyc.gov

February 15, 2022

Bv Email
Eileen D. Millett, Esq.

Counsel
Office of Court Administration
25 Beaver Street, 11th FI.
New York, NY 10004
rulecomments@nycourts.gov

Re: Proposal to Amend the Mandatory Continuing Legal Education (“CLE”) Rules to
Include a New Category of Credit - Cybersecurity, Privacy, and Data Protection
Dear Ms. Millett:
I write on behalf of the New York City Law Department (the “Law Department”) in
response to the Administrative Board’s Request for Public Comment on the Proposal to Amend
the Mandatory Continuing Legal Education (“CLE”) Rules to Include a New Category of Credit
- Cybersecurity, Privacy, and Data Protection. The Law Department strongly supports the
Advisory Committee’s proposed amendment to the CLE Rules that would require newly
admitted and experienced attorneys to complete one CLE credit in Cybersecurity, Privacy, and
Data Protection (“cybersecurity”).

As an organization that recently experienced firsthand the detrimental impact of a
cybersecurity breach, the Law Department finds this amendment crucial for the legal profession.
Attorneys must be aware of cybersecurity risks and know best practices to safeguard client data
and other sensitive information against them. The explosion of electronic communications, the
omnipresence of computer systems, and the exponential increase in mobile devices,
collaboration tools, and cloud-based services in the practice of law make this critical.
Cybersecurity CLEs would arm attorneys with the tools required to comply with their
professional and ethical obligations to guard client data1against cybersecurity threats by
1

Under Rule 1.6(c) of the New York Rules of Professional Conduct, “[a] lawyer shall make reasonable efforts to
prevent the inadvertent or unauthorized disclosure of, or unauthorized access to, information relating to the
representation of a client.” 22 NYCRR § 1200.0.
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developing and implementing appropriate cybersecurity policies and practices. And because
cybersecurity threats are constantly evolving and becoming more sophisticated and frequent,
requiring the cybersecurity CLE credit each reporting cycle is proper.

In sum, this proposal, if enacted, will significantly benefit the legal profession because it
will ensure that attorneys are aware of evolving cybersecurity threats and informed of best
practices to prevent and mitigate them.

We thank the Administrative Board for this opportunity to comment.
Respectfully submitted,
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RE: Comment on Proposed New Category of CLE Credit Cybersecurity
Dear Counselor Millett:

The Nassau County Bar Association, through its Continuing Legal Education
arm, the Nassau Academy of Law, is in receipt of your Memorandum dated
December 15, 2021, requesting public comment on the proposal from the
Continuing Legal Education Board of the Unified Court System to amend the
Mandatory Continuing Legal Education Rules to include a new category of
credit in the area of Cybersecurity, Privacy, and Data Protection.
After thoughtful and robust discussion, comment, and debate on the issue, the
Nassau County Bar Association, as well as the Nassau Academy of Law,
wholeheartedly ai
ie measure, and we really appreciate the opportunity
to be heard and to comment on the matter. Thi
ml.
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