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A Slow Eclipse: The Fourth Amendment In The Age Of Counter-Terrorism

As in any age, our modern world has come to be largely shaped and defined by major historical forces.
The emergence of global threats such as cyber-crime and widespread terrorism has caused a shift in the
priorities of governments around the world, including the United States. While such threats should be taken
seriously, it will be very important going into the future for such states to ensure that they do not develop
methods for dealing with these threats which come into conflict with, or outright nullify, certain rights, liberties,
and protections which have come to be expected in modern liberal societies. These liberties, such as the people's
right to privacy and security “in their persons, houses, papers, and effects, against unreasonable searches and
seizures” as enshrined in the Fourth Amendment to the United States Constitution, are more and more
frequently clashing with the increasing ability of the government to perform surveillance on citizens. This
ability comes not only from recent advances in technologies such as drones, GPS devices, and the Internet, but
also through a growing legal framework which some criticize as giving far too much surveillance power to the
government—uwhile at the same time lacking any mechanisms for meaningful oversight, control, or protections
for our Fourth Amendment rights.

Recently, the use of GPS devices for surveillance purposes has become something of a legal contest
between the executive branch, asserting that it has the legal authority to order covert GPS surveillance of a
person under various anti-terrorism statutes, and members of both the judicial and legislative branches who feel
that such surveillance tactics are either questionably justified, or are outright unconstitutional as currently
implemented. The current row over GPS tracking comes after United States v. Jones, a 2012 Supreme Court
ruling which stated that the Fourth Amendment protects a person's vehicle from warrantless tracking by law
enforcement, as the vehicle is private property and is therefore to be protected against unreasonable search and
seizure. According to the Obama administration, the use of such “slap-on” GPS tracking devices by law
enforcement agencies is not a violation of privacy—or at the very least, the violation would be “minimal”. To
prohibit the use of such devices without first attaining a warrant would not only inhibit traditional law
enforcement, the administration asserted in a recently-filed brief, but would also “seriously impede the

government's ability to investigate drug trafficking, terrorism, and other crimes.” Furthermore, the



administration disagreed with the Supreme Court's original ruling, arguing that the “automobile exception” cited
in their decision—a provision which allows police officers to search a car for contraband and other illegal
material—applies to both items within the car and any data which would indicate the location or movements of
that vehicle.! The Supreme Court, however, is not alone in its disagreement with the administration's assertion
of authority.

In fact, the program has been a matter of public contention for quite some time. Several cases of citizens
discovering themselves subject to GPS surveillance have gained media attention over the last few years. In
2010, for example, then-20-year-old Yasir Afifi, an American-born citizen and college student, discovered a
suspicious device on his car after having taken it to a mechanic for a routine oil change. Afifi removed the
device from his vehicle and, suspicious of being targeted by the authorities due to his ethnicity and family
history, posted pictures of the device online (Afifi's family has lived in Egypt since 2003 after moving there
from the United States, and his father was a president of the Muslim Community Association).

Within two days, Afifi received confirmation that the troubling object was, in fact, a GPS tracking
device. This confirmation came in the form of a visit from federal agents, who proceeded to demand the return
of the device and then questioned him about a threatening blog post supposedly written by a friend. During the
questioning, he learned that he had been under close surveillance for some time; one agent at the meeting
congratulated him on a new job which he had been hired for only very recently. Afifi had previously suspected
that he was on a federal watchlist, as he was regularly subjected to extra screening at airports during his
frequent business trips. Also, six months prior to his encounter with the authorities, a former roommate told
Afifi that he had been contacted by FBI agents responding to an anonymous tip that the young student was a
possible “threat to national security”. Yasir Afifi was contacted by the American Civil Liberties Union shortly
after posting about his experiences online, and gained legal representation in a suit against the government for
violations of his civil liberties. He has since requested a stay on his case in the wake of the current uncertainty
over the legality of such warrantless GPS tracking.

In 2011, another young man reported finding a different GPS device on his vehicle after a trip to the

mechanic. The man (wishing to be known only as “Greg” in a single interview with Wired magazine)



discovered the GPS device after buying a car from a cousin who later turned out to be under investigation in a
criminal case involving drugs. However, Greg insisted that not only was he not involved in any illegal activities
related to his cousin's legal troubles, but he did not even find out about the investigation until after he had
already purchased the vehicle. Whether or not the tracking device was planted with a warrant is not certain. En
route to an interview with Wired reporter Kim Zetter, scheduled in order to document the presence of the GPS
device on Greg's car, the reporter found herself being followed by a trio of police cars to the interview location
previously agreed upon. The two decided to relocate their interview nearby, and quickly found themselves
followed again to the new location. Such overt and seemingly intimidating maneuvers by the authorities is a
cause of concern for Zahra Billoo, the attorney for the aforementioned Yasir Afifi. The mere existence of such
technology is not problematic on its own, “[b]ut it shouldn't be unchecked authority on the part of police
officers. If law enforcement doesn't care to have their authority checked,” according to Billoo, “then we're in a
lot of trouble.” 3

Many have criticized such locative surveillance techniques as being needlessly invasive and arbitrary,
and also feel that such activities should have much clearer guidelines for acceptable use than the current
warrantless system. One recent piece of legislation, the Geolocation Privacy and Surveillance Act (also known
simply as the GPS Act), seeks to clarify the circumstances in which geolocation data can be used. According to
a recent press release from Utah Congressman Jason Chaffetz, who is a cosponsor of the act, the increasing
technical ease with which a person's locational data can be retrieved does not mean that the government should
simply be able to access such private information without a warrant. Rather, supporters of the GPS Act argue
that the government should do even more to protect citizens' privacy from what they believe to be unreasonable
searches under the Fourth Amendment.

According to Chaffetz and others, legislation such as the GPS Act is necessary since “the Department of
Justice is still arguing in court that they do not need a warrant to track someone’s movements using GPS
devices or technology. This highlights the need for Congress to step in and provide clear and reasonable
guidelines.” * Such “reasonable guidelines” would include provisions forcing law enforcement agencies to

obtain a warrant before acquiring GPS information for an individual, and would carry criminal penalties for



“surreptitious”, warrantless use of geolocation technology for both law enforcement and companies. The act
would also prohibit the revelation of an individual's GPS data by commercial service providers to outside
parties such as AT&T, who were sued by the Electronic Frontier Foundation for allegedly sharing customer
information with the National Security Agency without customer consent. > The passage of legislation like the
GPS Act would certainly be a positive step towards allaying the impression some glean from warrantless
government surveillance—namely, that of a government willingness to ignore the rights of its citizens in favor
of the ability to spy on them without inhibition.

GPS data is not the only source of concern for privacy advocates; drones are another rapidly-evolving
technology that will have wide-ranging effects on citizens' expectations of Fourth Amendment privacy
protections. While the public perception of drones largely centers around their deployment by the military in
various combat operations in the Middle East, this is in fact a rather narrow view of their use. In the near future,
drones are expected to expand both in their surveillance capabilities and range of operation. Troublingly for
some, this widened range includes U.S. airspace. The combination of these two factors has the potential to

seriously impact Americans' “right to be left alone”.

Perhaps the most chilling example of this is the ARGUS-IS drone surveillance system. Recently
developed by DARPA as a tool for “wide area persistent surveillance”, the ARGUS system consists of a 1.8
gigapixel sensor array (composed essentially of 368 separate 5-megapixel cell phone cameras) which allows for
an unprecedented level of surveillance. From altitudes of up to 20,000 feet, ARGUS is capable of recording
video over an area equivalent to around half the size of Manhattan. The system is also able to track incredibly
small objects from such a height (as small as six inches, in fact) and has a massive data storage capacity of
6,000 terabytes. For comparison, most of the larger computer hard drives available commercially have a storage
capacity of only 1 to 4 terabytes. In effect, the ARGUS drone surveillance system would confer upon the
government not only the ability to record the activity of a small city in incredible detail, but also a massive
backlog of recorded activity which could later be sifted through at leisure.

The privacy implications of such technology should be readily apparent; not only would the near-

certainty of having one's every move passively surveilled as soon as one steps out the door practically eliminate



the “right to be left alone”, but the backlog of activity ARGUS provides would allow for authorities and
analysts to retroactively record, track, and scrutinize a person's every move through an area for days, looking for
“suspicious” activity without either their knowledge or consent. This would clearly violate Fourth Amendment
expectations against unreasonable search. ® Some may argue that this would be no different than being seen on
camera anywhere in public—in a store or at the bank, for example. However, this is a spurious argument at best.
While people may expect to be seen on camera in such establishments for the purpose of preventing theft, one
would be hard-pressed to find many people who expect to have their every move recorded across an area the
size of a small city—to say nothing of being comfortable with the idea. In fact, it could be argued that this
pervasive surveillance capability would not only fly in the face of Fourth-Amendment protections against
unreasonable searches, but would actually qualify as a search outright. In Katz v. United States, the Supreme
Court ruled that the Fourth Amendment protects all areas where a person has a “reasonable expectation of
privacy”. It also established this expectation of privacy as essentially being considered reasonable by society at
large. " While it is reasonable to conclude that a person is visible when out in public, and therefore not
necessarily in a private place, it has yet to be demonstrated that this therefore justifies the type of near-complete,
retroactive and invasive surveillance provided by use of the ARGUS-IS system.

While today's drones do not currently have the advanced surveillance capabilities of ARGUS, what they
lack in ability could soon be made up for in numbers, as the presence of drones in American airspace is slated to
greatly increase in the near future. The Federal Aviation Administration, for example, announced last year that
plans were underway which would see small unmanned aircraft (defined as those under 55 pounds) in the air by
2014. Larger aircraft would likely be cleared for takeoff the following year, and tests will soon be performed in
order to determine how best to add drone traffic to America's busy skies.? These new drones would also be able
to take off from any one of sixty-four planned bases scattered across the country. ? This is not a troubling
development in and of itself, of course. Drones will have many uses which should cause no concern for privacy
advocates; search-and-rescue operations, fighting wildfires, geographical surveys, and meteorology are just a
few areas where drone proliferation would be of undeniable benefit, and more uses will likely become apparent

in coming years. However, when paired with the development of programs such as ARGUS, the impending



acceleration of drone deployment by law enforcement agencies, and the general lack of current legislation
aimed at protecting citizens' Fourth Amendment rights in the face of such powerful surveillance tools, the idea
of widespread drone proliferation becomes rather troubling. *°

The use of unmanned drones and warrantless GPS tracking are enough to worry anyone who is
concerned about the future of our right to privacy. Unfortunately there are many other developments, in terms of
both technology and national policy, which threaten to undermine the rights enshrined in the Fourth
Amendment. Two rather disconcerting trends are included in these developments. Firstly, there is the steadily
increasing ability and willingness of the government to conduct widespread surveillance on nearly all private
communications, as well as a penchant for doing so with little to no justification or oversight. Secondly (and
perhaps even more worrisome), we see a seemingly simultaneous growth of public apathy or ignorance about
these surveillance methods. In fact, such a broad lack of widespread understanding or concern among the
general public could present just as great a danger to our Fourth Amendment rights as the surveillance itself.

As previously mentioned, there is a wide range of techniques with which various government agencies
conduct surveillance on the American population. Perhaps the most infamous of these is a National Security
Agency program colloquially known as the “warrantless wiretap program”, conducted under the authorization
of then-President George W. Bush. While many of the details have yet to be revealed, the spy program allowed
for the collection of “hundreds, perhaps thousands” of international phone calls and emails made by people
within the United States. Ostensibly, the NSA carried out such surveillance in order to track possible
communications with al Qaeda. However, after the program was revealed in a groundbreaking 2005 New York
Times article, controversy soon followed. * Many were uncomfortable with the precedent set by the NSA,
arguing that since the surveillance was carried out without first seeking a warrant, it violated both the
requirements of the Foreign Intelligence Surveillance Act and the Fourth Amendment rights of those spied upon
under the program.

In a ruling as controversial as the program itself, Judge Anna Diggs Taylor ruled that such electronic
surveillance was unconstitutional since “[t]he President of the United States . . . has indisputably violated the

Fourth in failing to procure judicial orders as required by FISA, and accordingly has violated the First



Amendment Rights of these Plaintiffs as well.” However, even amongst those who agreed with the overall
outcome of the ruling, the legal justifications for the decision were criticized as “innovative” yet ineffective
since it relied on the argument that plaintiffs may have felt intimidated in expressing their First Amendment
right to free speech, rather than relying on existing jurisprudence. *2 The decision was later overturned.

Even more frustrating to those concerned with the growing prevalence of such surveillance, the
collusion of telecommunications corporations such as AT&T in the aforementioned “warrantless wiretap”
program has been repeatedly protected from both scrutiny and legal action. Mark Klein, a former AT&T
employee, joined the Electronic Frontier Foundation in suing the company in 2006 for allegedly allowing the
NSA to access customer phone calls and divert internet traffic into a room installed per the NSA's request at a
switching center in San Francisco. According to the employee's statement, the NSA also installed a data-sifting
device (a Narus STA 6400, specifically) which is “known to be used particularly by government intelligence
agencies because of its ability to sift through large amounts of data looking for preprogrammed targets”. This
revelation only served to increase the skepticism of many as to the nature and scope of the NSA's surveillance
programs. The agency's installation of such data-mining equipment in a room built especially for that purpose
indicated to Klein that “unlike the controversy over targeted wiretaps of individuals' phone calls, this potential
spying appears to be applied wholesale to all sorts of internet communications of countless citizens.” 3

Such concerns, unfortunately, would go largely unaddressed. In 2008, the Bush administration
succeeded in gaining immunity for companies like AT&T against any litigation stemming from their
involvement in such surveillance programs. This immunity was later upheld by the Supreme Court in 2012, and
the Obama administration sided with the Court's decision “in order to encourage cooperation in efforts to fight
terrorism”. ** The defense that such seemingly obvious violations to citizens' Fourth Amendment rights are
justified in order to combat terrorism have only escalated in recent years, and the methods with which
surveillance is carried out have also expanded.

In somewhat stark contrast to AT&T's outright compliance with government surveillance, tech giant
Google has recently come forward with information regarding how often the government collects information

on citizens through Google's services. Specifically, Google has revealed how often the Federal Bureau of



Investigations demands customer information (ostensibly in pursuit of cases related to preventing terrorism)
through national security letters. Also known as NSLs, these documents allow the FBI to gather a plethora of
information, ranging anywhere from online contacts and sites visited to the content of what a person has said
online. The possibility that an individual's supposedly private and anonymous activities on the Internet (such as
posting political opinions) can be retrieved at any time by the FBI should be troubling enough. However, there
is even more cause for concern with the practice, as the government not only has the supposed authority to
demand this information, but also prevents companies who have received a national security letter from
disclosing to customers that such information has even been collected at all. Not only can these practices violate
a person's right to privacy, but they may never even find out that their Fourth Amendment rights have been
violated in the first place. °

In another surprising potential victory for privacy advocates, a California federal judge recently ruled
that the use of such national security letters and their subsequent gag orders is an unconstitutional violation of
the First Amendment. The ruling also stated that the use of such letters is a threat to the separation of powers
amongst the branches of government, as it "impermissibly attempts to circumscribe a court's ability to review
the necessity of nondisclosure orders,” which would basically nullify the judicial branch's ability to check
certain actions of the executive branch. *°

Another government surveillance method which has drawn recent criticism is its frequent use of a piece
of equipment known colloquially as a “Stingray”. Essentially, the Stingray is a device which mimics a cell
phone tower, allowing the user to determine the location of targeted cell phones as well as intercept calls made
on that phone. The device is not as specific as it would at first appear, however. Since it functions by mimicking
a mobile tower, a suspect's phone attempt would not be alone in connecting to the Stingray—it would be joined
by every cell phone in the area that would connect to the type of tower the Stingray is mimicking. This
essentially allows for passive data collection of innocent citizens who would be completely unrelated to the
subject of surveillance—which would, again, violate their Fourth Amendment right to unreasonable search and
seizure. Even more troubling, the use of such “omnivorous” data capture devices is on the rise and seeing more

widespread application. The Los Angeles Police Department, for example, used Stingray technology at least 21



times during what would be considered “routine” operations, such as investigations into murder, theft, and drug-
related crimes. ” This illustrates the corrosive nature of the argument that it is justifiable to ignore Fourth
Amendment concerns about privacy in order to “stop terrorism”, as the LAPD example was completely
unrelated to terrorism—and yet, Fourth Amendment rights were still apparently violated.

It also seems the devices may have been used rather surreptitiously by law enforcement. In a series of
recently-released emails from the Department of Justice, it is revealed that in many cases, federal agencies were
requesting permission to conduct electronic surveillance without specifically mentioning their intention to
deploy Stingray devices in their applications to the court. In a recent and ongoing case involving the use of
these surveillance methods, the government claimed that this was an unintentional omission by agents “using a
relatively new technology”. While this may in fact be the case, it does little to mitigate the serious privacy
concerns raised by the growing use of data-mining technologies such as the Stingray or the Narus that was
deployed within the offices of AT&T.

The use of the aforementioned technologies and programs—which are designed to gather massive
amounts of data on citizens—raises a question which is incredibly relevant to concerns about the future of our
Fourth Amendment rights. Namely, what is being done with this information? Especially if they are determined
to be innocent during an investigation, or are unknowingly “swept up” in such widespread dragnet policies? The
answer is, unfortunately, rather daunting.

An investigation conducted in 2012 by the Wall Street Journal uncovered a forthcoming policy which
represents “a sea change in the way that the government interacts with the general public”. Dubbed the National
Counterterrorism Center (or NCTC), this new initiative allows for activities which would come into direct
conflict with the protections guaranteed in the Fourth Amendment. Specifically, the NCTC is authorized to
conduct dragnet surveillance on American citizens, regardless of whether or not they are even suspected of a
crime. The agency is now able to compile and keep records on the public (copied wholesale from various
government databases) for up to five years, as well as sift through that massive cache of data for any activity
which could be considered “suspicious”. Furthermore, if a person is “reasonably believed to constitute terrorism

information”, their records may be kept permanently. This data could also be shared with foreign governments



for independent analysis. Such widespread sharing of data between government agencies was once prohibited

by the Federal Privacy Act, which prevented inter-agency sharing of information for reasons irrelevant to why
such was originally collected. Apparently, this is no longer the case as long as an agency files a notice with the
Federal Register—an exception which seems to function as little more than a rubber-stamping mechanism for

such widespread data sharing.*®

The Fourth Amendment implications of a surveillance program of such magnitude are astounding and,
frankly, somewhat disturbing. A program in which almost any data collected about a person by myriad
government agencies can be gathered together, investigated for vaguely-defined “suspicious activity” regardless
of their innocence, and kept for up to five years—or perhaps forever— seems to completely nullify the Fourth
Amendment expectation that a person has the right to be secure “in their persons, houses, papers, and effects,
against unreasonable searches and seizures”.

Even more troubling than the breadth and scope of the surveillance programs and methods described
above is the reaction to them from the public at large—or specifically, the relative lack of a reaction. While
groups such as the American Civil Liberties Union, the Electronic Frontier Foundation, and others have a
relatively long history of addressing the corrosive influence surveillance has been exerting on our Fourth
Amendment rights, it seems that a majority of the general public remains almost completely unaware of these
critical issues. Furthermore, it seems that whatever attention is paid to matters of privacy is misdirected into
relatively trivial matters. For example, a recent fiasco arose over changes to Facebook's privacy policy and
received a great deal of attention from both the public and the media. Around the same time, the FISA
Amendments Act was passed, which granted prosecutorial immunity to telecommunications companies for the
NSA's warrantless wiretapping program (as discussed earlier). *°* While this may have received some attention
in the news media, the Facebook privacy changes received far more public scrutiny despite being almost
completely inconsequential with regards to their Fourth Amendment rights.

This state of affairs must change if we are to maintain our Fourth Amendment right to privacy and
security against unreasonable search and seizure. Public apathy and ignorance about the various surveillance

programs, techniques, and technologies currently being deployed by our government is the main factor in



allowing such activities to alter our right to privacy. If there is to be any hope of preventing a “sea change” in
our understanding of that right, a greater public understanding must be reached of the Constitutional threats
posed by the gross misapplication of GPS, drone, and cellular tracking technologies.

At the close of the Constitutional Convention, when asked about the sort of government our fledgling
nation was to have, Benjamin Franklin reportedly quipped “a Republic, if you can keep it.” In the face of such
broad and seemingly insurmountable threats to our current understanding of our Fourth Amendment rights, our

stewardship of the Republic may become far more difficult to maintain.
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